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SUMMA RY

We present a study of the static structure of real Java bytecode programs. A total of 1132 Java jar-Þles
were collected fr om the Internet and analyzed. In addition to simple counts (number of methods per class,
number of bytecode instructions per method, etc.), structural metr ics such as the complexity of contr ol-
ßow and inher itance graphs were computed. We believe this study will be valuable in the design of futur e
programming languages and vir tual machine instruction sets, as well as in the efÞcient implementation of
compilers and other languageprocessors.Copyri ght c� 2006John Wi ley & Sons, Ltd.
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1. INT RODUCTION

In a muchcited study [1], Knuth examinedFORTRAN programscollectedfrom printouts foundin a
computing center. Amongotherthings, he foundthat arithmetic expressionstend to besmall, which,
he argued,hasconsequencesfor code-generation and optimization algorithms chosen in a compiler.
Similar studieshavebeencarriedout for COBOL [2,3], Pascal [4], andAPL [5,6] sourcecode.

In this paper we report on a study on the static structure of real Java bytecodeprograms.
Using information gatheredfrom an automated Google search,we collected a sample of 1132Java
programs, in theformof jar-� les (collectionsof Javaclass � les). Thestatic structureof theseprograms
was analyzed automatically using SandMark, a tool which, amongother things, performs static
analysisof Javabytecode.

It is ourhopethattheinformationgatheredandpresentedherewill beof use in avariety of settings.
For example, information aboutthe structure of realprogramsin onelanguagecanbeusedto design
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582 C. COLLBERG, G. MYLESAND M. STEPP

future languagesin thesamefamily. Oneexample is thefinally clause of Java exceptionhandlers.
Specialinstructions(jsr andret ) wereaddedto Java bytecodeto handle this construct ef� ciently.
These instructionsturn out to be a major sourceof complexity for the Java veri� er [7]. If, instead,
theJavabytecodedesignershadknown (from a studyof MODULA-3 programs, for example)thatthe
finally clause is very unusual in realprograms, they mayhaveelectedto keepjsr /ret outof the
instruction set.Thiswould havesimpli�ed theJavabytecodeveri�er while imposing little overheadon
typicalprograms‡.

Therearemany typesof toolsthatoperateonprograms. Compilersarean obviousexample,but there
aremany softwareengineering toolswhich transformprogramsin orderto improveon their structure,
readability, modi�ability , etc. Suchlanguageprocessorscanbene�t from knowingtypicalandextreme
counts of variousaspects of real programs. For example, in our study we have found that while, on
average,a Java class � le has9.0 methods, in the extremecase we founda class with 570 methods.
This information canbe usedto selectappropriatedata structures,algorithms, and memory allocation
strategies.

As a further example,we have foundthat the averageJava class hasno morethanonemethodthat
overridesamethodof its superclass. Thismeansthat most methodsarewritten ‘from scratch’,andwill
notbepresentin any of thesuperclassesof thatclass. Furthermore,it meansthatmost methodswritten
in a givenclassare unlikely to be overridden in its subclasses.Thus, aggressive inlining appears to be
a goodcandidate for optimization.Theusual obstacle to inlining in Java is virtual methodinvocation,
whereasinglemethodcallsite couldhavemany potentialtargets. However, giventhesedata,wecansee
thatoftenthis will not bea problem,because methodsarerarelyoverridden.Combinedwith the fact
that theaveragemethodhas33.2instructionsandis thusquite small, weseethat aggressive inlining is
anexcellent candidatefor optimization.Wehopethat thisstudywill beuseful in providing many other
insights that will facilitatethedesign of tools to study and improveprograms.

Our own researchis focused on the protectionof software from piracy, tampering,and reverse
engineering, using code obfuscation and software watermarking [8]. Code obfuscation attempts to
introduceconfusion in a programto slow down an adversary’s attempts at reverse engineering it.
Software watermarking inserts a copyright notice or customer identi� cation numberinto a program
to allow theownerto assert their intellectual property rights. An important aspectof these techniques
is stealth. For example,asoftwarewatermarking algorithm should notembedamarkby inserting code
that is highly unusual, sincethat would make it easy to locate and remove. Our study of instruction
frequencies and instruction n-gramsdirectly addresses this concern,by showing us exactly which
instruction sequencesarecommonand which are not. For example,any codethat containsthe JSR W
or GOTOWinstructionswould be extremely unstealthy, sincenot a single oneof our 1132test jars
contain either of these instructions. We believe the information presented in this paperwill beuseful
in developingfutureevaluation models for thestealth of softwareprotection algorithms.

Theremainderof thispaperis structuredasfollows. In Section2 wedescribehow ourstatisticswere
gathered.In Section3 wegiveabrief overview of Javabytecode.In Sections4, 5, 6, and 7, wepresent
application-level, class-level, method-level, andinstruction-level statistics, respectively. In Section 8
we discuss relatedwork, and in Section9 wesummarizeour � ndings.

‡The finally clause canbeimplementedby copying code.
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AN EMPIRICAL STUDY OF JAVA BYTECODEPROGRAMS 583

Table I. Collected jar-�le statistics.

Measure Count

Total numberof jar-� les 1132
Total size of jar-� les(bytes) 198945317
Total numberof class� les 102688
Total numberof packages 7682
Total numberof classes 90500
Total numberof interfaces 12188
Total numberof constant pool entries 12538316
Total numberof methods 874115
Total numberof � elds 422491
Total numberof instructions 26597868

2. EXPERIMENTAL METH ODOLOGY

Table I shows some statisticsof the applications that were gathered. Figure 1 shows an overview of
how our statisticswerecollected.

To obtain asuitably randomset of sampledata,wequeriedtheGooglesearchengineusing thekey-
phrase‘ "index of" jar ’ . Thisquerywasdesignedto � ndWeb pagesthatdisplay server directory
listings that contain � leswith the extension .jar . In the resulting HTML pageswe searchedfor any
<A> tag whoseHREFattributedesignated a jar-� le.These � leswerethendownloaded.

Theinitial collectionof jar-�les numberedin excessof 2000.An initial analysisdiscardedany �les
that contained no Java classes,or were structurally invalid. Static statisticswere next gathered using
the SandMark tool.

SandMark [9] is a tool developed to aid in the study of software-based software protection
techniques. The tool is implemented in Java and operates on Java bytecode.Includedin SandMark
arealgorithmsfor codeobfuscation,software watermarking,andsoftwarebirthmarking.A variety of
staticanalysis techniquesare included to aid in thedevelopmentof new algorithmsandas a meansto
study the effectivenessof these algorithms. Examplesof suchtechniquesare: class hierarchy, control-
�o w, andcall graphs; def-use andliveness analysis; stacksimulation; forwardand backward slicing;
variousbytecodedif� ngalgorithms; a bytecodeviewer;anda variety of softwarecomplexity metrics.

Not all well-formedjar-�les couldbecompletelyanalyzed.Inmost casesthiswasbecausethejar-�le
was not self-contained,i.e. it referencedclasses thatwerenot in the jar or in the Java standardlibrary.
Missing class � les prevent the class hierarchyfrom being constructed, for example. In these cases
we still computed asmany statisticsas possible. For example, while an incomplete classhierarchy
preventedus from gathering accuratestatisticsof classinheritance depth, it still allowedus to gather
control-�o w graph (CFG)statistics.Our SandMark tool isalso notperfect. In particular, it isknown to
build erroneousCFGs for methodswith complex subroutinestructures(combinationsof the jsr and
ret instructionsusedfor Java’s finally clause). Therearefew such CFGsin our sample set, sothis
problemisunlikely to adversely affectourdata.

Owing to our random sampling of jar-� les from the Internet, the collection is somewhat
idiosyncratic. We assume that any two jar-�les with the same name are in factthe same program, and
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"index of" jar
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Figure1. Overview of how our statisticswere gathered.

keeponly one.However, we kept those � les whose namesindicatedthat they weredifferentversions
of the sameprogram,as shown by the OligoWiz �les in Figure 1. Most likely, these� les are very
similar and may contain methodsthat areidentical betweenversions. It is reasonable to assume that
such redundancy will have somewhat skewedour results. An alternative strategy might have beento
guess(basedonthe � lename)which � lesareversionsof thesameprogram,andkeeponly thehigher-
numbered� le. A less randomsampling of programscould also have beencollectedfrom well-known
repositoriesof Java code,suchassourceforge.net .

Givinganinformativepresentation of this typeof data turnsout to bedif� cult. In many applications
we will only be interested in typical values (such as modeor mean) or extremevalues(such as min
andmax). Suchvaluescaneasily bepresentedin tabular form.However, wewouldalso like to beable
to quickly geta general‘feel’ for the behavior of thedata, and this is best presented in a visual form.
Thevisualization is complicatedby the factthat most of our data have sharp‘spikes’ and long‘tails’.
That is, oneor a few (typically small) valuesarevery common,but therearea small numberof large
outlierswhich by themselvesarealsointeresting. This canbeseen, for example,in Figure30(b)below,
which showsthatoutof the801117methodsin ourdata, 99%havefewer thantwo subroutinesbut one
methodhas29 subroutines.

We havechosento visualizemuchof ourdatausing binnedbargraphswhereextremely tall barsare
truncatedto allow small valuesto be visualized. For example, consider the graph in Figure 2 which
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Figure 2. Illustration andexplanation of thebargraphsusedthroughoutthepaperfor data visualization.

shows thenumberof constants in theconstant pool of the Java applicationswe studied.Most of our
graphswill have the samestructure.Alongthex-axiswe show thebinsinto which ourdata havebeen
classi� ed. On topof eachbartheactualcountandcumulativepercentageareshown. Very tall barsare
truncatedandshown striped.In a separate table to the top rightof the graphweshow the total number
of data points, the minimum, maximum, and averagex-values, the mode§, the median (the middle
value),and the standarddeviation.TheSAMPLESvalue is the total number of items inspectedfor the
given statistic, and the TOTALvalue is the total numberof sub-items counted.For example, in the
above graph,the SAMPLESvalue will be the number of classesanalyzedand the TOTALvalue will
be the sum of all of the constant pool entries over all of the classes analyzed.The TOTALvalue is
only includedwhereappropriate. TheFAILED valuegivesthenumberof unsuccessful measurements,
whenappropriate.

3. THE STRUCTURE OF JAVA BYTECODE PROGRAMS

A Javaapplicationconsistsof acollectionof classesandinterfaces. Eachclassor interfaceis compiled
into aclassÞle. A programconsistsof anumberof class� leswhicharecollectedtogetherintoajar-Þle.

§Themodeis themost frequentlyoccurring value.This is often—but becauseof binningnotalways—thetallest barof thegraph.
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String: "HELLO"
Method: "C.M(int)"
Field: "int F"

.....

Constant Pool

Flags Name Type Attributes
[pub] "x" int

[priv] "y" C

Fields

ExceptionTable
Code[]= push,add,store...

[]= ...

MaxStack=5, MaxLocals=8

Attributes

Magic Number

Constant Pool

Access Flags

This Class

Super Class

Interfaces

Fields

Methods

Attributes
[pub]
Flags Name AttributesSig

"q" ()int

Methods

Code

Exceptions

Code

Figure 3. A view of the Java class� le format.

A jar-� le is directly executable by a Java virtual machineinterpreter. The Java class � le storesall
necessary data regarding the class. Thereis a symbol table (called the Constant Pool) which stores
strings, largeliteral integersand �oats, andnamesandtypesof all �elds andmethods. Eachmethodis
compiled to Java bytecode,a stack-basedvirtual machine instruction set. Figure3 shows the structure
of theJavaclass �le format.TheJVM is de�ned by LindholmandYellin [10].

TheJava bytecodescanmanipulatedata in severalformats: integers(32bits), longs(64bits), � oats
(32 bits), doubles(64 bits), shorts (16 bits), bytes(8 bits), Booleans(1 bit), chars(16 bit Unicode),
object references(32 bit pointers), and arrays. TheBoolean,byte, char, and short typesare compiled
down into integers.

Bytecodeinstructionshavevariablewidths. Simple instructionssuchasiadd (integeraddition)are
onebytewide,whilesomeinstructions(suchas tableswitch ) canbemultiple bytes.Eachmethod
can have up to 65536 local variables and formal parameters, called slots. The bytecodesreference
slots by number. For example, the instruction ’iload 3’ pushesthe third local variable onto the
stack.In orderto access high-numberedslots, a specialwide instruction canbe usedto modify load
andstoreinstructionsto use16-bit indexes. TheJavaexecutionstackis32bitswide.Longsanddoubles
take up two stackentriesand two slot numbers.
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Table II. Notation used to refer to data values in the bytecode.

Notation Explanation

B An 8-bit integer value
S A 16-bit integer value
L A 32-bit integer value
Cb An 8-bit constant pool index
Cs A 16-bit constant pool index
Fb An 8-bit localvariable index
Fs A 16-bit localvariable index
C[ i ] The i th constant pool entry
V[ i ] The i th variable/formal parameter in the current method

Localvariableslotsareuntyped.In fact, aparticularslot canhold differenttypesof dataat different
locationsin a method.However, regardless of how executionreachesa givenlocationin themethod,
the type of data stored in a particular slot at that location will always be the same. A static analysis
known asa stack simulation cancomputeslot typeswithoutexecuting amethod.

Some bytecodesreferencedata from the class’ constant pool, for example to push largeconstants
or to invoke methods. Constantpool referencesare 8 or 16 bits long. To push a referenceto a literal
string with constant pool number4567,the compiler would issue the instruction ’ldc w 4567’ .
If the constant pool numberinstead� ts into a byte (such as123),theshorter instruction ’ldc 123’
would suf� ce.

Some information is stored in attributesin the class�le. This includes exception table ranges, and
(for debugging) line-numberrangesand localvariablenames.

Table II explainsthenotation used in Tables III –VI , whichgiveanoverview of theJVM instruction
set.

4. PROGRAM-LEV EL STATISTIC S

In this and the following three sections we will present the data collected about applications
(this section), classes(Section 5), methods(Section 6), andinstructions(Section 7).

Figures4–7 visualizeapplication-level dataabouttheprogramswegathered.

4.1. Packages

Classes in Java are optionally organizedinto a hierarchyof packages. For example, Java’s String
class is in thepackagejava.lang , andcanbereferredto as java.lang.String . Ascanbeseen
from Figure4(a), many Java programsput all classes into thesamepackage.In fact, half of the1132
applicationswe gatheredhave threeor fewerpackages, andonly fourhave50or more.

A package� is counted if thereexists someclass � such that the fully quali�ed classnameof � is
�. � . Thus, if an applicationhasclasses java.pack1.Class1 andjava.pack2.Class2 thenjava.pack1and
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Table III. The � rst87 Java bytecode instructions.

Opcode Mnemonic Args Stack Description

0 nop [] � []
1 aconst null [] � [null] Pushnull object.
2 iconst m1 [] � [Š1] PushŠ1.
3 . . . 8 iconst n [] � [n] Pushinteger constant n, 0 � n � 5.
9 . . . 10 lconst n [] � [n] Pushlongconstant n, 0 � n � 1.
11. . . 13 fconst n [] � [n] Push� oatconstant n, 0 � n � 2.
14. . . 15 dconst n [] � [n] Pushdouble constant n, 0 � n � 1.

16 bipush n:B [] � [n] Push1-byte signedinteger.
17 sipush n:S [] � [n] Push2-byte signedinteger.
18 ldc n:Cb [] � [C[n]] Pushitem from constant pool.
19 ldc w n:Cs [] � [C[n]] Pushitem from constant pool.
20 ldc2 w n:Cs [] � [C[n]] Pushlong/double from constant pool.

21. . . 25 X load n:Fb [] � [V [n]] X �{ i,l,f,d,a}, Loadint, long,� oat, double,object
from local var.

26. . . 29 iload n [] � [V [n]] Loadlocal integervar n, 0 � n � 3.
30. . . 33 lload n [] � [V [n]] Loadlocal longvar n, 0 � n � 3.
34. . . 37 fload n [] � [V [n]] Loadlocal � oat var n, 0 � n � 3.
38. . . 41 dload n [] � [V [n]] Loadlocal double var n, 0 � n � 3.
42. . . 45 aload n [] � [V [n]] Loadlocal objectvar n, 0 � n � 3.
46. . . 53 X load [A, I ] � [V ] X �{ ia,la,fa,da,aa,ba,ca,sa}. Pushthevalue V (an

int, long,etc.) stored at index I of arrayA.
54. . . 58 Xstore n:Fb [V [n]] � [] X �{ i,l,f,d,a}, Store int, long,� oat, double, object

to local var.
59. . . 62 istore n [V [n]] � [] Store to local integervar n, 0 � n � 3.
63. . . 66 lstore n [V [n]] � [] Store to local longvar n, 0 � n � 3.
67. . . 70 fstore n [V [n]] � [] Storeto local� oat var n, 0 � n � 3.
71. . . 74 dstore n [V [n]] � [] Store to localdouble var n, 0 � n � 3.
75. . . 78 astore n [V [n]] � [] Store to localobjectvar n, 0 � n � 3.
79. . . 86 Xstore [A, I , V ] � [] X �{ ia,la,fa,da,aa,ba,ca,sa}. Store the value V (an

int, long,etc.) at index I of arrayA.

java.pack2would becounted,but javawould not. Also, thedefault or ‘null’ packageiscountedexactly
once,if thereisa class in thatpackage.

Figure5(a)shows thatwhile a small numberof programshave packageswith hundredsof classes,
the typicalpackagewill haveonly one,and theaverageisabout11.8.

Packagescanbe nested inside of otherpackages, allowing for the easy creation of uniquenames.
While it is possible to createa package hierarchy of arbitrary depth, Figure 4(b) shows that the
maximum depth for an application is8, with anaveragedepthof 3.9.

A Java interface is a special type of class that only contains constant declarations or method
signatures. A class which implementsan interfacemust provide implementations of the methods.
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Table IV. Java bytecodeinstructions87 to 169.

Opcode Mnemonic Args Stack Description

87 pop [A] � [] Poptopof stack.
88 pop2 [A, B] � [] Pop2 elements.
89 dup [V] � [V , V ] Duplicatetopof stack.
90 dup x1 [B, V ] � [V , B, V ]
91 dup x2 [B, C, V ] � [V , B, C, V ]
92 dup2 [V , W] � [V , W, V , W]
93 dup2 x1 [A, V, W] � [V , W, A, V , W]
94 dup2 x2 [A, B, V, W] � [V , W, A, B, V , W]
95 swap [A, B] � [B, A] Swap top stackelements.

96. . . 99 Xadd [A, B] � [R] X �{ i,l,d,f}. R = A + B.
100. . . 103 Xsub [A, B] � [R] X �{ i,l,d,f}. R = A Š B.
104. . . 107 Xmul [A, B] � [R] X �{ i,l,d,f}. R = A � B.
108. . . 111 Xdiv [A, B] � [R] X �{ i,l,d,f}. R = A/B .
112. . . 115 Xrem [A, B] � [R] X �{ i,l,d,f}. R = A%B.
116. . . 119 Xneg [A] � [R] X �{ i,l,d,f}. R = Š A.
120. . . 121 Xshl [A, B] � [R] X �{ i,l}. R = A < < B.
122. . . 123 Xshr [A, B] � [R] X �{ i,l}. R = A > > B.
124. . . 125 Xushr [A, B] � [R] X �{ i,l}. R = A >>> B.
126. . . 127 Xand [A, B] � [R] X �{ i,l}. R = A&B.
128. . . 129 Xor [A, B] � [R] X �{ i,l}. R = A|B.
130. . . 131 Xxor [A, B] � [R] X �{ i,l}. R = Axor B.
132 iinc V :F b,B:B [] � [] V+ = B.

133. . . 144 X2Y [F ] � [T ] Convert F from typeX to T of typeY. X �{ i,l,f,d}, Y �{ i,l,f,d}.
145. . . 147 i2 X [F ] � [T ] X �{ b,c,s}. Convert integerF to byte,char, or short.
148 lcmp [A, B] � [V ] Comparelongvalues.A > B � V = 1, A < B � V = Š 1, A =

B � V = 0.
149,151 Xcmpl [A, B] � [V ] Compare�oat or doublevalues.X �{ f,d}. A > B � V = 1, A <

B � V = Š 1, A = B � V = 0. A = NaN� B = NaN� V =
Š1

150,152 Xcmpg [A, B] � [V ] Compare�oat or doublevalues.X �{ f,d}. A > B � V = 1, A <
B � V = Š 1,A = B � V = 0.A = NaN� B = NaN� V = 1

153. . . 158 if � L :S [A] � [] � ={eq,ne,lt,ge,gt,le}. If A � 0 gotoL + pc .
159. . . 164 if icmp � L :S [A, B] � [] � ={eq,ne,lt,ge,gt,le}. If A � B gotoL + pc .
165. . . 166 if acmp� L :S [A, B] � [] � ={eq,ne}. A, B areobjectrefs.If A � B gotoL + pc .
167 goto I :S [] � [] Jumpto I + pc .
168 jsr I :S [] � [A] Jump subroutineto instructionI + pc . A = the addressof the

instructionafter thejsr.
169 ret L :F b [] � [] Returnfrom subroutine.Addressin localvar L .

Interfacesare often used to compensatefor Java’s lack of multiple inheritance. Figure 5(b) shows
thatover 70%of Java packagescontain0 or 1 interface.

4.2. Protection

A Java class can be declaredas abstract (it serves only as a superclass to classes which actually
implements its methods) or Þnal (it cannotbe extended).These declarations are, however, fairly
unusual. Figures6(a)and6(b)show thatover 70%of all packagescontainno abstractor �nal classes.
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Table V. Java bytecodeinstructions170to 195.

Opcode Mnemonic Args Stack

170 tableswitch D:L ,l, h:L ,ohŠl+ 1 [K ] � []
JuLongDescrmp throughthe K :th offset. Elsegoto D.

171 lookupswitch D:L ,n:L ,(m, o)n [K ] � []
If, for one of the (m, o) pairs,K = m, thengoto o. Elsegoto D.

172. . . 176 Xreturn [V ] � []
X �{ i,f,l,d,a}. Return V.

177 return [] � []
Return from void method.

178 getstatic F :Cs [] � [V ]
Push value V of static �e ld F .

179 putstatic F :Cs [V ] � []
StorevalueV into static �e ld F .

180 getfield F :Cs [R] � [V ]
Push value V of � eld F in objectR.

181 putfield F :Cs [R, V ] � []
StorevalueV into �e ld F of objectR.

182 invokevirtual P:Cs [R, A1, A2, . . .] � []
Call virtual methodP, with arguments A1 · · · An, throughobjectreferenceR.

183 invokespecial P:Cs [R, A1, A2, . . .] � []
Call private/init/superclassmethod P, with arguments A1 · · · An, throughobjectreferenceR.

184 invokestatic P:Cs [A1, A2, . . .] � []
Call static method P with arguments A1 · · · An.

185 invokeinterface P:Cs,n:S [R, A1, A2, . . .] � []
Call interface method P, with n arguments A1 · · · An, throughobjectreferenceR.

187 new T:Cs [] � [R]
Createa new objectR of typeT.

188 newarray T:B [C] � [R]
Al locatenew arrayR, elementtypeT, C elements long.

189 anewarray T:Cs [C] � [A]
Al locatenew arrayA of referencetypes,elementtypeT, C elements long.

190 arraylength [A] � [L ]
Determines the length L of arrayA.

191 athrow [R] � [?]
Throw exception.

192 checkcast C:Cs [R] � [R]
Ensures that R isof typeC.

193 instanceof C:Cs [R] � [V ]
Push 1 if object R is aninstanceof classC, else push0.

194 monitorenter [R] � []
Get lock for objectR.

195 monitorexit [R] � []
Releaselock for objectR.
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Table VI. Java bytecodeinstructions196to 201.

Opcode Mnemonic Args Stack

196 wide C:B,I :Fs [] � []
Perform opcodeC on variable V[ I ] . C isoneof the load/store instructions.

197 multianewarray T:Cs,D :Cb [d1, d2, . . .] � [R]
Create new D-dimensional multidimensional array R. d1, d2, . . . are thedimension sizes.

198 ifnull L :S [V ] � []
If V = null goto L .

199 ifnonnull L :S [V ] � []
If V �= null goto L .

200 goto w I :L [] � []
Goto instruction I .

201 jsr w I :L [] � [A]
Jumpsubroutine to instruction I . A is the address of the instruction right after the jsr w.
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Figure4. Program-level statistics: (a) numberof packagesperapplication; (b) packagedepth perapplication.
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Figure5. Program-level statistics: (a)numberof classesper package;(b) numberof interfacesperpackage.

4.3. Inherit ancegraphs

In addition to a classimplementing an interface,a classcanalso extend another class.In this case
the subclass inherits all of the variables and methodsof the class which it extends(the superclass),
thuscreating an inheritancerelationship. An inheritancegraph can be constructed to represent the
superclass/subclass relationship. An inheritancegraphis a rooted,directed,acyclic graphwherethe
nodesare classes and interfaces. Thereis anedgefrom nodeA to nodeB iff nodeB directly extends
or implements nodeA. Thus, classes will have edgesto their direct subclasses, and interfaceswill
haveedgesto theclasses thatimplementthemandto theinterfacesthatextendthem.In orderto make
this a rootedgraph,we assert thatall interfacesextendtheclass java.lang.Object (and,hence,
java.lang.Object becomestheroot). Using this de� nition,we cansee thatnodeB is reachable
from nodeA iff it ispossible to assignavalueof typeB to avariableof typeA. The inheritancegraph
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Figure6. Program-level statistics: (a)numberof abstractclassesperpackage;(b) numberof � nalclassespackage.

height for agiven application is themaximumnumberof superclasses thatany class in theapplication
has.This will includesomebut not all of theJava library classes.

Figure7(a) shows that on averagethe height of an inheritancegraphfor an application is 4.5 and
that over 90%of all applicationshaveaninheritancegraphwith aheightof less than7.

It is important to note thatfor 303of our applications, theinheritancegraphconstruction failed due
to the jar-� le not being self-contained. This means that some classin the application hada superclass
that was unavailable for analysis, thereforewe could not placeit correctly in the inheritancegraph.
This is typicalof applicationsthat rely on external librarieswhich arenot packagedwith them.

Figure7(b) shows the numberof classes in eachapplicationthat extendotherclasses in the same
application,asopposedto Java library classes. Someclasses in eachapplicationmust directly extend
a Java library class(most often java.lang.Object ), but it is interesting to note that only about
one-third (32899/90500)extendotherclasses inside thesameapplication.Table VII shows thatmost
of theclasses in eachapplicationextendjava.lang.Object directly.
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Figure7. Inheritancegraphs:(a)height perapplication; (b) numberof user-classextenders perapplication.

5. CLASS-LEV EL STATISTIC S

In thissection wepresent dataregarding thetop-level structureof class � les. This includesthenumber,
type/signature,and protectionof � elds and methods, and the class’ or interface’s position in the
application’s inheritancegraph.

5.1. Fields

A Javaclasscancontaindatamembers, calledÞelds. Fieldsareeitherclassvariables(they aredeclared
static andonly oneinstanceexistsat runtime)or instancevariables(every instantiation of theclass
containsauniquecopy).

Figures8–10 show �eld statistics.In Figure 8(a)we see that60%of all classes have two or fewer
� elds, but in oneextremecase a class declaredalmost a thousand� elds. Instancevariablesaremore
commonthan class variables. On average,a class will contain2.8 instancevariablesand 1.6 class
variables, and44%of all classes have more thanoneinstancevariable but only 17%have morethan

Copyright c� 2006JohnWiley & Sons, Ltd. Softw. Pract. Exper. 2007;37:581–641
DOI: 10.1002/spe



AN EMPIRICAL STUDY OF JAVA BYTECODEPROGRAMS 595

Table VII. Most commonstandard classesto be extendedby application classes.

Class Count %

java.lang.Object 42629 47.1
user class 34805 38.5
java.lang.Exception 1089 1.2
javax.swing.AbstractAction 893 1.0
java.lang.Thread 738 0.8
javax.swing.JPanel 691 0.8
java.lang.RuntimeException 464 0.5
java.awt.event.WindowAdapter 341 0.4
java.awt.Panel 313 0.3
java.awt.event.MouseAdapter 309 0.3
java.util.ListResourceBundle 276 0.3
java.util.EventObject 248 0.3
java.io.FilterInputStream 232 0.3
org.omg.CORBA.portable.ObjectImpl 226 0.2
org.omg.CORBA.SystemException 217 0.2
org.xml.sax.helpers.DefaultHandler 203 0.2
java.awt.Dialog 203 0.2
java.io.FilterOutputStream 202 0.2
java.applet.Applet 202 0.2
java.awt.Canvas 197 0.2
java.io.OutputStream 196 0.2
java.awt.Frame 194 0.2
java.io.IOException 192 0.2
java.io.InputStream 183 0.2
javax.swing.JFrame 149 0.2
javax.swing.JDialog 135 0.1
org.omg.CORBA.UserException 126 0.1
java.lang.Error 120 0.1
java.beans.SimpleBeanInfo 119 0.1
java.awt.event.KeyAdapter 118 0.1
javax.swing.table.AbstractTableModel 104 0.1
java.awt.event.FocusAdapter 101 0.1
java.util.AbstractSet 94 0.1
java.security.Signature 80 0.1
javax.swing.beaninfo.SwingBeanInfo 79 0.1
java.security.GeneralSecurityException 78 0.1
org.xml.sax.SAXException 70 0.1
javax.swing.JComponent 70 0.1
javax.swing.event.InternalFrameAdapter 60 0.1
java.util.Hashtable 57 0.1
java.lang.IllegalArgumentException 56 0.1
java.io.Writer 54 0.1
java.util.AbstractList 51 0.1
java.util.Properties 50 0.1
java.io.Reader 49 0.1
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Figure 8. Field declarationsin classes:(a) numberof � eldsperclass;(b) numberof instancevariablesperclass;
(c) number of class(static) variables per class.
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Figure9. Field declarationsin classes:(a)numberof primitive� eldsperclassor interface;(b) numberof reference
� elds per classor interface;(c) numberof � nal � eldsperclass.
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Figure 10. Field declarations in classes:(a) numberof transient � elds per class;
(b) number of volatile �e lds per class.

onestatic variable. It is also more commonfor a class to have � elds of referencetypesrather than
primitive types. On average,a class will have 1.5 � elds of primitive type,but 2.6 � elds of reference
type.

Fieldsmayalso be declaredÞnal,transient, or volatile. A � nal � eld is onewhose valuecannotbe
altered after it is �r st assigned in the instanceor classinitializer. A transient � eld isonethat is not part
of the persistentstateof its parentobject.A volatile �eld is onethat cannotbe internallycachedby
the JVM, sinceit is assumedto be accessedby multiple threads.Figures9(c), 10(a), and 10(b)report
on the number of � nal, transient, and volatile �eld s per class,respectively. We seethat 98% of all
classeshave no transient �eld s,99% have no volatile �eld s, and more than half of all classeshave no
�n al �eld s.The rarenessof thesemodi�er smakes the outliers in thesegraphsparticularly interesting.
While in generaltherearevery few transient � elds, Figure10(a)shows us that oneclass had 52 of
them.Also, whenwe compareFigures9(b) and9(c), we seethat they have very similar MAX values.
On closer inspection, this is due to a single classin the � le ‘kawa-1.7.jar ’ which has968� elds,
all of whicharereferencetypes, andonly oneof which is not � nal.

TableVIII givesabreakdownof thedeclaredtypesof � elds. Only primitivetypesandtypesexported
from theJava standardlibrary areshown. Our data also containedsomeuser de� nedtypeswith high
usagecounts. This is dueto idiosyncrasiesof our collected programs, such asa programdeclaring
vast numbersof � eldsof oneof its classes. Table VIII shows thatthevast majority of typesare int s,
String s,and boolean s.Wenotethat, somewhat surprisingly, java.lang.Class (Java’snotion
of a class) isa frequent� eld type,anddouble saremorefrequentthanfloat s.

5.2. Constant pool

Figure11 shows the numberof entriesin the constant pool (the class � le’s symbol table) per class.
While small literal integersare storeddirectly in the bytecode, large integersaswell asString s and
realnumbersare,instead,stored in theconstant pool. Figures12–14 show the relative distribution of
literal types.
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Table VIII. Most common � eld types.

Field type Count %

int 153861 21.8
java.lang.String 105787 15.0
boolean 44914 6.4
java.lang.Class 24355 3.4
long 16556 2.3
java.lang.Object 14472 2.0
byte[] 10229 1.4
int[] 8157 1.1
java.util.Vector 7601 1.0
java.util.Hashtable 7095 1.0
short 7048 1.0
byte 6464 0.9
java.lang.String[] 6412 0.9
java.util.Map 5692 0.8
double 5256 0.7
java.util.List[] 4971 0.7
float 3115 0.4
java.io.File 3019 0.4
char[] 2995 0.4
java.math.BigInteger 2782 0.3
java.lang.StringBuffer 2472 0.3
java.sql.Connection 2443 0.3
javax.swing.JLabel 2066 0.3
java.util.HashMap 2064 0.3
java.awt.Color 2058 0.3
char 1987 0.3
java.util.ArrayList 1748 0.2

The differencebetweenFigures14(a)and14(b) is that ‘string constants’ are user-de�n edstrings,
such asall literal strings that appearin the sourcecode. The ‘UTF8 strings’ include all userstrings,
but also include strings used internally by the class�le format, as well as the names of all referenced
classes, interfaces, methods, � elds, etc. It is interesting to notethatUTF8 stringscompriseoverhalf of
the total constantscounted,whereasthesumof all numeric constants is less than2% of thetotal.

5.3. Methods

Figures15–17 give statistics of methods. Of interest is that 73% of all classes have nine or fewer
methods(Figure 15(a)), and that the vast majority of classes have no abstract or native methods
(Figures15(b) and 16(a)). Almost all classes have at least one virtual method, with an averageof
7.7methodsperclass (Figure17(a)). Static methodsarequiterare:80%of all classeshaveat most one
static method,with anaverageof 1.3 methodsperclass (Figure16(b)).
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Figure 11.Numberof constant pool entries per classor interface.
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Figure12.Literal constants in classes:(a)numberof integerentriesperclassor interface;(b) number
of longentries per classor interface.
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Figure13. Literal constants in classes:(a) numberof � oatentriesperclassor interface;(b) number
of double entriesperclassor interface.

5.4. Member protection

Figures18and19show thefrequency of visibility restrictionsof class members(�elds andmethods).
A member can be package private , private , protected , or public . Figure 19(c)
summarizesthe information by giving averagenumbersof memberswith a particularprotection.

5.5. Inheritance

Figure20 shows information about class inheritance.Figure20(a)shows the numberof immediate
subclasses of a class, i.e. the number of classes that directly extend a particular class.Figure 20(b)
shows the numberof classes that directly or indirectly extend a particular class. We found that 97%
of all classes have two or fewer direct subclasses. One of the classes in our collection is extended
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Figure14.Literal constants in classes:(a)numberof string entriesperclassor interface;(b) number
of UTF8 stringconstants per class.

by 187 classes. In addition, 48% of classes are at depth 1 in the inheritancegraph,i.e. they extend
java.lang.Object , therootof the inheritancegraph(Figure20(c)). Theaveragedepth of a class
is low (only 2.1), althoughsix of our classes are at depth 30–39.In many caseswe failed to build
the inheritancehierarchydueto the programcontaining referencesto classesnot in the jar-� le or the
standardJava library.

Figure21showsthesameinformationfor interfaces.
TableVII wascomputedby lookingatwhichclasseseachapplicationclassextended.Everyinterface

is considered to extend java.lang.Object . Similarly, Table IX looks at which interfaceswere
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Figure 15. Method declarations in classes:(a) number of methods per class;
(b) numberof abstractmethodsperclass.

extendedby otherinterfaces. Thereis abit of ambiguity here,because in Javasourcecodeaninterface
usestheextendskeywordto extendanotherinterface,althoughtechnicallytheinterfaceis reallybeing
implemented. Table X shows which interfaceswereimplementedby anyapplication class,including
otherinterfaces.

Methodoverriding occurswhena methodin a class hasthesamenameandsignature asa method
in its superclass.This is a techniqueusedto provideamorespecializedimplementation of a particular
method.Figure22shows thatthemajority of classeshaveat most oneoverriddenmethod.

6. METH OD-LEV EL STATISTIC S

In this section we present method-level statistics. This includesinformation aboutmethodsignatures,
local variables, CFGs, andexceptionhandlers.
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Figure 16. Methoddeclarationsin classes:(a) numberof native methodsperclass;
(b) numberof static methodsperclass.

6.1. Method sizes

Figure23 shows thesizesin bytesandinstructionsof bytecodemethods. Themaximumsize allowed
by theJVM is65535bytes, but only oneof ourmethods(63019byteslong)approachedthis limit.

6.2. Local variablesand formal parameters

Figure24 shows the maximum numberof slots used by a method.All instancemethodswill use at
least oneslot (for thethis parameter). No methodusedmorethan157slots, indicating thatthewide
instruction(usedto accessup to 65536slots) will berarelyused.
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Figure 17.Methoddeclarationsin classes:(a) numberof non-static methodsperclass;
(b) numberof � nal methodsperclass.

Table XI gives a breakdown of slot types. Note that Java’s short , byte , char , and boolean
typesare compiled into integersin thebytecode,and thuswill not show up asdistinct types. Also, a
slot maycontain morethanonetypewithin a method,althoughat any oneparticular location it must
alwayshavethesametype.TableXI showsthat int s and String smakeup themajority of slot types.
Only 3.8%of slotscontain two types, andonly 0.6%contain threetypes. This indicatesthat thedesign
of theJVM couldhave beensimpli� edby requiring eachslot to containexactly onetypethroughout
the bodyof a method,withoutmuchadverseeffect.

Slots are not explicitly typed in the bytecode. Instead, slot typeshave to be computedusing a static
analysis known asstack simulation. This involves simulating the behavior of eachinstructionon the
stackandthelocalvariableslots, while followingall possiblepathsof control � ow within themethod.
A similar algorithm isused in theJavabytecodeveri� er.
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Figure18. Protection of classmembers:(a) numberof packageprivate membersper class;
(b) numberof private membersper class.

Figure24(b)shows themaximumstackdepth requiredby a method.This is storedasanattribute in
the class�le, and could thusbe larger thentheactual stacksizeneededat runtime.

The numberof slots used by a method in Figure 24(a) includesthose slots reserved for method
parameters. Figure25 breaksout the numberof formal parametersper method.This is the number
of parameters, not the numberof slots those parameters would consume (i.e. longs and doubles
count as one). As expected, the averageis low (1.0), with 90% of all methods having two or
fewer formals. Table XII shows the most commonmethod signatures. The signaturesare presented
with the method’s parameter type list � rst, followed by the method’s return type. So, for example,
a method that takes two integer parameters and returns a String would have a signature of
‘ (int,int)java.lang.String ’. We have also abstractedaway any referencetypesthatdo not
appearin the standard Java libraries(i.e.user-de�n edclasses). If a user-de�ned class is a parameter
or the return type of a method,we replaceit with ‘user class ’. Onereason that ‘ ()void ’ i s so
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Figure19.Protection of classmembers: (a) numberof protectedmembersperclass;(b) numberof public methods
perclass;(c) averageof classmembers with particular protection.
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Figure 20. (a) Numberof immediate subclassesper class;(b) total numberof subclassesper class;
(c) inheritancedepth of a class.
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Figure21. (a) Numberof immediate subinterfacesper interface;(b) total numberof subinterfacesper interface;
(c) interfaceextendsdepth of a class.
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Table IX. Most common standard interfaces to be extended by
application interfaces.

Interface Count %

user interface 3359 57.7
org.w3c.dom.html.HTMLElement 676 11.6
java.util.EventListener 362 6.2
java.io.Serializable 251 4.3
org.w3c.dom.Node 225 3.9
java.lang.Cloneable 118 2.0
org.omg.CORBA.Object 96 1.6
java.security.PrivateKey 43 0.7
org.w3c.dom.CharacterData 42 0.7
org.w3c.dom.events.EventTarget 39 0.7
java.security.PublicKey 39 0.7
org.omg.CORBA.portable.IDLEntity 38 0.7
org.omg.CORBA.IDLType 36 0.6
org.w3c.dom.Element 29 0.5
org.w3c.dom.Document 28 0.5
java.rmi.Remote 24 0.4
org.w3c.dom.css.CSSRule 23 0.4
java.security.Key 23 0.4
org.w3c.dom.events.Event 22 0.4
org.w3c.dom.DOMImplementation 22 0.4
org.w3c.dom.Text 21 0.4
org.xml.sax.XMLReader 20 0.3
org.omg.CORBA.IRObject 18 0.3
org.xml.sax.ContentHandler 16 0.3
java.lang.Comparable 16 0.3
javax.crypto.interfaces.DHKey 14 0.2
java.util.Map 12 0.2
java.sql.ResultSet 11 0.2
java.util.List 10 0.2
java.sql.Connection 9 0.2
java.lang.Runnable 9 0.2
org.w3c.dom.css.CSSValue 8 0.1
org.xml.sax.Locator 7 0.1
org.xml.sax.DTDHandler 7 0.1
java.util.Collection 7 0.1
java.sql.ResultSetMetaData 7 0.1
org.xml.sax.ext.LexicalHandler 6 0.1
org.omg.CORBA.DynAny 6 0.1
org.xml.sax.DocumentHandler 5 0.1
org.omg.CORBA.Policy 5 0.1
javax.xml.transform.SourceLocator 5 0.1
java.sql.PreparedStatement 5 0.1
org.w3c.dom.events.UIEvent 4 0.1
org.w3c.dom.events.DocumentEvent 4 0.1
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Table X. Mostcommonstandardinterfacesto beimplemented by application classes.

Interface Count %

user interface 21955 55.9
java.io.Serializable 3534 9.0
java.awt.event.ActionListener 2880 7.3
java.lang.Runnable 1447 3.7
java.lang.Cloneable 1009 2.6
org.omg.CORBA.portable.Streamable 793 2.0
java.awt.event.ItemListener 302 0.8
java.lang.Comparable 266 0.7
java.util.Iterator 262 0.7
java.util.Enumeration 216 0.6
java.util.Comparator 215 0.5
javax.swing.event.ChangeListener 211 0.5
java.awt.event.MouseListener 187 0.5
org.xml.sax.EntityResolver 173 0.4
java.security.PrivilegedAction 145 0.4
org.xml.sax.ErrorHandler 130 0.3
java.security.spec.AlgorithmParameterSpec 130 0.3
java.beans.PropertyChangeListener 114 0.3
java.awt.event.MouseMotionListener 113 0.3
org.xml.sax.ext.LexicalHandler 109 0.3
java.awt.event.KeyListener 109 0.3
org.xml.sax.ContentHandler 100 0.3
javax.swing.event.ListSelectionListener 99 0.3
java.io.Externalizable 99 0.3
java.security.spec.KeySpec 87 0.2
org.xml.sax.DocumentHandler 83 0.2
org.xml.sax.DTDHandler 82 0.2
java.awt.event.AdjustmentListener 81 0.2
javax.sql.DataSource 80 0.2
java.awt.event.WindowListener 80 0.2
java.awt.image.ImageObserver 76 0.2
java.awt.image.renderable.RenderedImageFa ctory 74 0.2
javax.naming.spi.ObjectFactory 72 0.2
java.sql.Connection 71 0.2
java.awt.event.FocusListener 71 0.2
org.w3c.dom.NodeList 70 0.2
org.xml.sax.AttributeList 59 0.2
javax.naming.Referenceable 58 0.1
java.io.FilenameFilter 55 0.1
org.xml.sax.Locator 52 0.1
java.util.Map$Entry 52 0.1
java.lang.reflect.InvocationHandler 52 0.1
javax.swing.event.DocumentListener 51 0.1
java.awt.event.ComponentListener 50 0.1
org.xml.sax.Attributes 48 0.1
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Figure 22.Numberof methodoverridesper class.

commonis thatthis is thesignatureof default constructors, especially that for java.lang.Object ,
which must becalledin theconstructorsof all classesthat directlyextend it.

6.3. CFGs

A method body can be converted into a CFG, where the nodes(the basic blocks) are straight-line
piecesof code.Controlalwaysentersthetopof thebasic block andexits at thebottom,eitherthrough
anexplicit branchor by falling throughto anotherblock. Thereisanedgefrom basic blockA to basic
blockB if control can� ow from A to B.

Building CFGs for Java bytecodeis not straightforward.A major complication is how to dealwith
exception handling. Several instructions in theJVM canthrow exceptions implicitly . This includesthe
division instructions(whichmaythrow adivide-by-zeroexception),andthegetfield , putfield ,
andinvokevirtual instructions(whichmaythrow null -referenceexceptions). Thesechangesin
control � ow canbe represented by adding exceptionedgesto the CFG, which connecta basic block
endingin anexception-throwinginstructionto theCFG’ssink node.If every suchinstruction(whichare
very commonin realcode)isallowed to terminateabasic block,blocksbecomevery small. Sincesome
analysescansafely ignoreimplicit exceptions, SandMark supports building theCFGs both with and
without implicit exception edges. The jsr and ret instructionsused for Java’s finally clause
also cause problems. In general,a data � ow analysis is necessary in order to correctly build CFGs
in the presenceof complex jsr /ret combinations. SandMark currently doesnot supportthis and,
asa consequence,will sometimesintroduce spuriousedgesout of blocksending in ret instructions.
Sincetherearefew such CFGs in our sample set this problem is unlikely to signi� cantly affect our
data.

Figure26 shows the numberof basic blocksper method body (we make the distinction method
bodyto rule out methodswith no instructions, such as native or abstract methods). We cansee that
97%of all methodbodieshave fewer than100basic blocks. We cancorroboratethis information with
Figures27(a)and23(b), to seethat the averagebasic block size is 2.0, andthat 97% of all method
bodieshave fewer than200instructions.
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Figure 23.Methodsizes:(a) sizein bytes;(b) numberof instructionspermethodbody.

As canbeseenfrom Figure27(a), theaveragenumberof instructionsin a basic block isverysmall,
only 2.0, and 98% of all blocks have fewer than six instructions. Figure 28(a) shows the average
out-degree of a basic block node is, predictably, low, only 1.2. Out-degreeshigher than two can
only be achieved either whenan instruction is inside an exception handler’s try block, or with the
JVM’s tableswitch and lookupswitch instructions. In the � rst case, edgesare addedfrom
eachbasic block inside a try block to the � rst basic block of the handler code.Therefore,if a
basic block is inside multiple nestedtry blocks its out-degreemay be high. In the secondcase,
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Figure 24. Local variables: (a) numberof max locals per methodbody; (b) number
of maxstackweights per methodbody.

the tableswitch and lookupswitch instructions are Java’s implementation of switch -
statements, which mayhave many possible branchtargets. Higherin-degreescanoccurwhena try
catch block hasmany instructionsinside it that could potentially triggertheexception.Eachof these
instructionswill enditsblock,andhavean edgegoingfrom it to thehandlerblock.Thus, thein-degree
of the handlerblockwill becomelarge.

Figure27(b)shows thenumberof instructionsperbasic block whenimplicit exception edgeshave
notbeengenerated.Ascanbeseen,this increasestheaveragenumberof instructionsperblock to 7.7.

A nodex in a directedgraphG with a single exit nodedominatesnodey in G if every path from
the entry nodeto y must pass throughx. Thedominator set of a nodey is the set of all nodeswhich
dominatey. Dominator information isusedin codeoptimizationssuchasloop identi�catio n and code
motion.Figure29showsthenumberof dominator blocksperbasic block.
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Table XI. Most commonslot types.

Register type Count %

int 614910 16.2
java.lang.String 365915 9.6
2 types 144145 3.8
java.lang.Object 76764 2.0
byte[] 50658 1.3
long 49903 1.3
java.lang.Throwable 38046 1.0
double 25541 0.6
3 types 23426 0.6
java.lang.StringBuffer 21716 0.6
java.lang.String[] 20600 0.5
java.util.Iterator 16036 0.4
float 15595 0.4
java.lang.Class 15129 0.4
java.util.Vector 14795 0.4
int[] 14604 0.4
java.lang.Exception 14149 0.4
java.io.File 13334 0.4
java.io.InputStream 11686 0.3
java.util.List 11615 0.3
java.lang.ClassNotFoundException 11331 0.3
java.util.Enumeration 10732 0.3
char[] 9534 0.3
java.lang.Object[] 9417 0.2

6.4. Subroutinesand exception handlers

Javasubroutinesareimplementedby theinstructionsjsr andret . They arechie�y usedto implement
the finally clause of an exception handler. This clause can be reached from multiple locations.
For example, a return instruction within the bodyof a try block will �r st jump to the finally
clausebeforereturning from themethod.Similarly, beforereturning from within anexception handler,
thefinally blockmust beexecuted.Toavoidcodeduplication(inlining thefinally blockat every
location from which it could becalled) thedesignersof the JVM addedthejsr andret instructions
to jump to andreturn from a block of code.This hascaused muchcomplication in thedesign of the
JVM veri�er . See,for example, Stataet al. [7]. Figure30 shows that98%of methodshave no more
than two exception handlers, and98% of all methodshave no subroutines. Figure30(c) shows that
the averagesize of a subroutine is 7.5 instructions. The length of a subroutine wascomputedasthe
numberof instructionsbetweena jsr ’s targetandits correspondingret . Together, our data indicate
that jsr andret could have beenleft out of the JVMs instruction set withoutmuchcodeincrease
from finally clausesbeing implemented by codeduplication.
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Figure 25.Numberof formal parameters permethod.

6.5. Interferencegraphs

An interferencegraphmodels the variablesandlive rangeinterferencesof a method.The live ranges
of a localvariablearethelocationsin amethodbetweenwherethevariableis �rs t assignedandwhere
it is last used. Since method parameters and the ‘ this ’ referenceare in local variable slots, they
areconsideredto have their � rst assignmentbeforethe� rst instruction of themethod.Thegraphhas
onevertex per local variable and an edgebetweentwo verticeswhen the corresponding variables’
live rangesoverlap (or interfere). As an example consider the sample codein Figure31(a)andthe
correspondinginterferencegraphin Figure31(b). Sincethecodehas5 variables, thegraphhas5 nodes.
The graphhasan edgev1 	 v2 sincevariablesv1 andv2 are live at the same time. An interference
graph is often used during the codegeneration pass of a compiler to perform register allocation.
Two variableswith intersecting liverangescannotbeassignedto thesameregister. Figure32showsthat
95% of the methodshave nineor fewer nodesin their interferencegraphs. This meansthatmethods
typically will needvery few local variable slots. This analysis agreeswith the datain Figure 24(a),
which show thatmethodsdeclaretheir maximumnumberof slots to besmall.

After examiningthesedata,it appearsthatthedesignersof theJavainstruction setwerewiseto make
thetypical instruction useonly 1 byteto referto alocalvariableindex. Thewide pre�x allowssuchan
instruction to use a 2-byte index, but as we cansee this will almost never be necessary. Thus, hadthe
designerssimply madeall instructionsuse 2-byte indices, therewould have beenmuchwastedspace
in thebytecode.

7. INSTRUCTION-LEV EL STATISTIC S

In this section wepresent informationregarding thefrequency of individualinstructionsandpatternsof
instructions. Wealso show themost commonsubexpressionsandconstantvaluesfoundin thebytecode.
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TableXII. Most commonmethodsignatures.

Methodsignature Count %

()void 120997 13.8
( user class )void 57762 6.6
()java.lang.String 53047 6.1
() user class 44098 5.0
(java.lang.String)void 43810 5.0
()boolean 39772 4.5
()int 35064 4.0
(int)void 18959 2.2
(boolean)void 11461 1.3
( user class ) user class 10332 1.2
( user class , user class )void 9652 1.1
(java.lang.String) user class 7781 0.9
(java.lang.String)java.lang.String 7777 0.9
( user class )boolean 6880 0.8
( user class )java.lang.Object 6812 0.8
()java.lang.Object 6461 0.7
(java.lang.String)java.lang.Class 6258 0.7
(java.lang.String,java.lang.String)v oid 5561 0.6
(java.lang.Object)boolean 5373 0.6
(int)int 4776 0.5
(java.lang.Object)void 4697 0.5
(java.awt.event.ActionEvent)void 4479 0.5
(int) user class 4270 0.5
(int)boolean 4116 0.5
(java.lang.String[])void 4044 0.5
(java.lang.String)boolean 3933 0.4
(int,int)void 3726 0.4
(int)java.lang.String 3473 0.4
()byte[] 3380 0.4
() user class [] 3322 0.4
( user class ,int)void 3251 0.4
()java.util.List 2970 0.3
( user class ,java.lang.String)void 2821 0.3
(byte[])void 2697 0.3
()java.lang.String[] 2292 0.3
( user class , user class ) user class 2289 0.3
(int,int)int 2023 0.2
(java.awt.event.MouseEvent)void 2008 0.2
( user class )int 1998 0.2
(java.lang.String)int 1993 0.2
( user class )java.lang.String 1951 0.2
()org.omg.CORBA.TypeCode 1941 0.2
(java.lang.String, user class )void 1900 0.2
(java.lang.Object) user class 1873 0.2
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Figure 26.Numberof basic blocks(in CFGswith implicit exception edges)permethodbody.

7.1. Instruction counts

Thereare 200 usable JVM instruction opcodes. Table XIII shows the frequency of eachof those
bytecodeinstructions. Themost frequently occurring instruction is aload 0 which is responsible for
pushing the localvariable 0, the this referenceof non-static methods. Even thoughthis is the most
frequently occurring instruction it only hasa frequency of 10%. The invokevirtual instruction
which calls a non-static methodis also common,asis getfield , dup , and invokespecial , the
last two being used to implementJava’s new operator. These � ve instructionsaccountfor 33.8%of
all instructions. Our dataindicate that the majority of the remaining instructionseachoccurwith a
frequency of at most 1%, andthatthejsr wandgoto winstructions(used for longbranches) do not
occurat all.

7.2. Instruction patterns

A k-gramisacontiguoussubstring of length k whichcanbecomprisedof letters, words, or, in ourcase,
opcodes. Thek-gramisbasedonstatic analysisof the executableprogram.To compute theuniqueset
of k-gramsfor amethod,weslideawindow of length k over thestaticinstruction sequenceas it is laid
out in theclass�le.

We computed data for k-gramswherek = 2, 3, 4, which is shown in TablesXIV , XV, and XVI ,
respectively. These tablesshow thatas thevalue of k increasesthepercentagesof themost frequently
occurring sequencesdecrease. For example, the most frequently occurring 2-gram, aload 0,
getfield , has a frequency of only 4.7%. For 3- and 4-grams, the most frequently occurring
sequenceis less than1%. This indicatesthatthese sequencesbecomequiteuniquefor eachindividual
application.
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Figure 27.Numberof instructionsperbasic block in CFGs(a) with and(b) withoutimplicit exception edges.

7.3. Expressions

Figure33 shows the size (numberof nodesin the tree)andheight (length of longest path from root
to leaf)of expression treesin our samples. As reported alreadyby Knuth [1], expressionstend to be
small. We foundthat61%of all expressionsonly haveonenode.

Expressionsareconstructedby performingastacksimulationover eachmethod.For eachinstruction
that will producea result on the stack the simulator determineswhich instructionsmay have put its
operandson the stack.This information is used to build up a dependency graphwith instructionsand
operandsasnodes, andan edgefrom nodea to nodeb if b isusedby a. If theprogramcontainscertain
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Figure 28.CFGs: (a)out-degree of basic block nodes;(b) in-degreeof basic block nodes.

typesof loopsthese graphsmight have cycles, in which case they are discarded.Thefollowing code
segmentisan exampleof sucha loop:

0: ICONST_2
1: ICONST_3
2: IADD
3: DUP
4: IFEQ <1>

In this example, the IADD instruction may become its own child. If thebranchat offset 4 is taken,
then the result from the �r st iteration of the IADD will be used as the � rst operandin the second
iteration of the IADD.

Copyright c� 2006JohnWiley & Sons, Ltd. Softw. Pract. Exper. 2007;37:581–641
DOI: 10.1002/spe



AN EMPIRICAL STUDY OF JAVA BYTECODEPROGRAMS 621

0

200000

400000

600000

MIN: 0
MAX: 10698
AVG: 105.3

MODE: 1
MEDIAN: 11
STDDEV: 437

SAMPLES: 13416883

5%
,802363

0

12%
,852836

1

18%
,784808

2

23%
,665800

3

27%
,626005

4

31%
,551835

5

35%
,519429

6

39%
,483576

7

42%
,445974

8

45%
,409436

9

65%
,2617866

10-19

74%
,1215100

20-29

79%
,648096

30-39

82%
,392092

40-49

84%
,263657

50-59

85%
,187572

60-69

86%
,142886

70-79

87%
,112374

80-89
88%

,92959

90-99
91%

,479249
100-199

93%
,220598

200-299

94%
,146686

300-399

95%
,109706

400-499

95%
,83629

500-599

96%
,70436

600-699

96%
,57647

700-799

97%
,50364

800-899

97%
,44180

900-999

98%
,188378

1000-1999

99%
,64405

2000-2999

99%
,50667

3000-3999

99%
,22138

4000-4999

99%
,5854

5000-5999

99%
,3900

6000-6999

99%
,1683

7000-7999

99%
,1000

8000-8999

99%
,1000

9000-9999

100%
,699

10000-19999

Figure 29.Numberof dominator blocksperbasic block (in CFGswith implicit exception edges).

In Table XVII we show the most commonsubexpressions found in our sample method bodies.
Table XVIII explains the abbreviationsused.L, for example,representsa local variable,d a double
constant, (� +� ) addition,etc. Sincewe are counting subexpressions, thesamepieceof anexpression
will becountedmorethanonce.For example, if x andy arelocalvariables, thentheexpressionx+y*2
will generatesubexpressionsL, L, i , (L*i) , and (L+(L*i)) , eachof whichwill increasethecount
of its respectiveexpression class.

To computesubexpressionswe convert eachexpression tree into a string representation,classify
eachsubexpression into equivalenceclasses accordingto TableXVIII , and counteachsubexpression
individually.

What we see from Table XVII is that, unsurprisingly, local variable references, method calls,
integer constants, and � eld referencesmake up the bulk of expressions. Somewhat more surprising
is that the expression (( Class )M()) is very frequent. Most likely this is the result of references
to ‘generic’ methods(particularly Java library functions such as java.util.Vector.get() )
returning java.lang.Object swhich thenhave to becast into amorespeci� c type.

7.4. Constant values

Tables XIX , XX, and XXI show themost commonliteral constantsfoundin thebytecode.Constants
canoccurin threedifferentways: asreferencesto entriesin theconstantpool(instructionsldc , ldc w,
andldc2 w), asarguments to bytecodeinstructions(bipush n, sipush n, and iinc n, c), or
embeddedin special instructions(iconst n, etc.).

Figure34 shows the distribution of integer constant values. It is interesting to note that 63% of
all literal integers are 0, powers of two, or powers of two plus/minus one. This hasimplications for,
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Figure 30. (a) Numberof exception handlers per method body; (b) numberof subroutines per method body;
(c) numberof instructionspersubroutine.
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v2 = a× b
v3 = 2× v2
v4 = v1 + v2
v5 = b× v3
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Figure31. (a) Sample codeand(b) corresponding interferencegraph.
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Figure 32. (a) Number of interference graph nodes per method body; (b) number of
interferencegraph edgesper methodbody.

Copyright c� 2006JohnWiley & Sons, Ltd. Softw. Pract. Exper. 2007;37:581–641
DOI: 10.1002/spe



624 C. COLLBERG, G. MYLESAND M. STEPP

Table XIII. Instruction frequencies.

Opcode Count % Opcode Count %

aload 0 2672134 10.0 aaload 108016 0.4
invokevirtual 2360924 8.9 anewarray 106780 0.4
dup 1521855 5.7 putstatic 105900 0.4
getfield 1447792 5.4 astore 1 99436 0.4
invokespecial 1003439 3.8 isub 93852 0.4
ldc 936890 3.5 if icmplt 89901 0.3
aload 1 909356 3.4 if icmpne 89452 0.3
aload 876138 3.3 iconst 3 85851 0.3
bipush 865346 3.3 arraylength 81083 0.3
new 665727 2.5 iaload 70687 0.3
iconst 0 634481 2.4 iconst m1 67600 0.3
iload 601808 2.3 ldc2 w 66717 0.3
putfield 552241 2.1 iconst 4 64544 0.2
goto 507322 1.9 istore 3 58529 0.2
iconst 1 495114 1.9 istore 2 57750 0.2
aload 2 494004 1.9 iand 55782 0.2
invokestatic 457014 1.7 instanceof 50049 0.2
getstatic 438851 1.6 if acmpne 48379 0.2
return 433081 1.6 if icmpeq 47866 0.2
astore 395436 1.5 newarray 44390 0.2
sipush 383115 1.4 iconst 5 39857 0.1
areturn 351978 1.3 baload 39482 0.1
aastore 332112 1.2 castore 38065 0.1
aload 3 314398 1.2 istore 1 37068 0.1
invokeinterface 300563 1.1 if icmpge 35921 0.1
ifeq 286898 1.1 sastore 30690 0.1
iastore 285979 1.1 ixor 29811 0.1
ldc w 281190 1.1 if icmple 28212 0.1
pop 270894 1.0 imul 27174 0.1
istore 264341 1.0 iload 0 26837 0.1
ireturn 259627 1.0 dload 26640 0.1
iload 2 200600 0.8 lastore 23738 0.1
iload 1 197241 0.7 ifle 23025 0.1
checkcast 193243 0.7 monitorexit 22023 0.1
aconst null 178499 0.7 jsr 20074 0.1
iload 3 172820 0.6 lconst 0 19617 0.1
bastore 171902 0.6 nop 18136 0.1
iadd 171637 0.6 lload 17515 0.1
ifne 167878 0.6 ifge 17494 0.1
iconst 2 163348 0.6 i2b 17432 0.1
athrow 151515 0.6 ishl 17233 0.1
astore 2 144741 0.5 fload 16966 0.1
iinc 132890 0.5 ior 15500 0.1
astore 3 121477 0.5 ishr 15363 0.1
ifnull 121318 0.5 lcmp 15033 0.1
ifnonnull 110290 0.4 dstore 14261 0.1
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TableXIII. Continued.

Opcode Count % Opcode Count % Opcode Count %

dup x1 14202 0.1 fconst 0 4316 0.0 fneg 496 0.0
dmul 14077 0.1 f2d 4086 0.0 pop2 378 0.0
idiv 13833 0.1 laload 3781 0.0 fstore 1 374 0.0
if icmpgt 12477 0.0 dload 3 3538 0.0 d2l 273 0.0
iflt 11944 0.0 lconst 1 3515 0.0 dup2 x1 263 0.0
caload 11871 0.0 dload 2 3286 0.0 lneg 208 0.0
if acmpeq 11595 0.0 fload 1 3261 0.0 l2f 187 0.0
dastore 11325 0.0 lsub 3212 0.0 dstore 0 168 0.0
astore 0 10400 0.0 fload 2 3130 0.0 dup2 x2 164 0.0
tableswitch 10197 0.0 dcmpg 3040 0.0 lstore 0 159 0.0
land 10047 0.0 dup x2 2984 0.0 drem 55 0.0
monitorenter 9961 0.0 fdiv 2930 0.0 f2l 42 0.0
daload 9782 0.0 saload 2867 0.0 fstore 0 20 0.0
fastore 9708 0.0 ineg 2577 0.0 frem 12 0.0
ret 9670 0.0 multianewarray 2500 0.0 jsr w 0 0.0
dconst 0 9295 0.0 d2f 2402 0.0 goto w 0 0.0
i2l 8832 0.0 freturn 2360 0.0
fstore 8765 0.0 fload 3 2357 0.0
lookupswitch 8738 0.0 lshl 2195 0.0
lload 1 8723 0.0 fconst 1 2122 0.0
faload 8634 0.0 dload 0 2093 0.0
iushr 8468 0.0 lload 0 1982 0.0
dadd 8407 0.0 fcmpl 1917 0.0
i2d 8403 0.0 istore 0 1787 0.0
ifgt 7976 0.0 lstore 3 1727 0.0
fmul 7674 0.0 lmul 1664 0.0
lstore 7512 0.0 lor 1520 0.0
dup2 7332 0.0 lstore 2 1475 0.0
lload 2 7125 0.0 f2i 1391 0.0
ddiv 6644 0.0 lshr 1386 0.0
lload 3 6514 0.0 lstore 1 1352 0.0
dsub 5882 0.0 fcmpg 1243 0.0
i2c 5839 0.0 dneg 1230 0.0
l2i 5680 0.0 dstore 3 1215 0.0
dload 1 5548 0.0 ldiv 1194 0.0
fadd 5515 0.0 lxor 1146 0.0
irem 5508 0.0 dstore 2 1085 0.0
dreturn 5159 0.0 lushr 993 0.0
dconst 1 5146 0.0 dstore 1 908 0.0
dcmpl 5065 0.0 l2d 878 0.0
i2f 5003 0.0 swap 849 0.0
lreturn 4935 0.0 fconst 2 839 0.0
ladd 4621 0.0 fstore 3 695 0.0
fsub 4463 0.0 fstore 2 650 0.0
i2s 4338 0.0 lrem 539 0.0
d2i 4331 0.0 fload 0 510 0.0
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Table XIV. Most common 2-grams.

Opcode Count %

aload 0,getfield 1219837 4.7
new,dup 664718 2.6
ldc,invokevirtual 353412 1.4
invokevirtual,invokevirtual 332487 1.3
dup,bipush 330887 1.3
putfield,aload 0 311038 1.2
iastore,dup 250744 1.0
invokevirtual,aload 0 235924 0.9
dup,sipush 226520 0.9
aload 1,invokevirtual 223958 0.9
aload,invokevirtual 222692 0.9
getfield,invokevirtual 219107 0.8
aload 0,aload 1 214369 0.8
aastore,dup 208247 0.8
dup,invokespecial 202840 0.8
aload 0,invokevirtual 200872 0.8
invokevirtual,pop 193105 0.7
aload 0,invokespecial 159742 0.6
astore,aload 146309 0.6
bastore,dup 141779 0.5
ldc,aastore 133994 0.5
getfield,aload 0 129300 0.5
invokespecial,aload 0 122168 0.5
ldc,invokespecial 120935 0.5
dup,ldc 116043 0.4
invokespecial,athrow 115994 0.4
aload 2,invokevirtual 115394 0.4
goto,aload 0 115340 0.4
putfield,return 113044 0.4
dup,iconst 0 109473 0.4
invokevirtual,ldc 109060 0.4
invokevirtual,return 106765 0.4
invokevirtual,ifeq 103093 0.4
bipush,bastore 102969 0.4
invokevirtual,astore 100355 0.4
ifeq,aload 0 99667 0.4
bipush,bipush 98715 0.4
ldc w,iastore 98376 0.4
iconst 0,ireturn 98199 0.4
invokevirtual,aload 93325 0.4
aload 0,new 90040 0.3
anewarray,dup 81992 0.3
dup,aload 0 80579 0.3
aload 0,aload 0 80329 0.3
aload,aload 78718 0.3
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Table XV. Most common3-grams.

Opcode Count %

new,dup,invokespecial 202836 0.8
aload 0,getfield,invokevirtual 194765 0.8
iastore,dup,bipush 132759 0.5
invokevirtual,aload 0,getfield 125019 0.5
new,dup,ldc 115036 0.5
aload 0,getfield,aload 0 111950 0.4
getfield,aload 0,getfield 111002 0.4
iastore,dup,sipush 102667 0.4
bipush,bastore,dup 100197 0.4
invokevirtual,ldc,invokevirtual 98964 0.4
ldc w,iastore,dup 97826 0.4
dup,ldc,invokespecial 91303 0.4
aload 0,new,dup 90029 0.4
dup,bipush,bipush 83402 0.3
ldc,aastore,dup 82970 0.3
anewarray,dup,iconst 0 81984 0.3
aastore,dup,bipush 80740 0.3
new,dup,aload 0 80524 0.3
invokevirtual,invokevirtual,invokevirtual 80161 0.3
invokespecial,ldc,invokevirtual 69626 0.3
aload 0,getfield,aload 1 68922 0.3
bastore,dup,sipush 67634 0.3
aload 0,invokespecial,aload 0 66723 0.3
dup,sipush,bipush 64736 0.3
aload 0,aload 1,putfield 60661 0.2
bastore,dup,bipush 60580 0.2
goto,aload 0,getfield 60205 0.2
aload 0,aload 0,getfield 58350 0.2
dup,invokespecial,ldc 57764 0.2
dup,sipush,ldc w 57139 0.2
dup,bipush,ldc w 56309 0.2
aastore,dup,iconst 1 56004 0.2
putfield,aload 0,getfield 55324 0.2
aastore,aastore,dup 55149 0.2
aload 0,getfield,areturn 55073 0.2
ldc,invokevirtual,invokevirtual 53465 0.2
new,dup,aload 1 52185 0.2
ldc,invokevirtual,aload 0 51342 0.2
invokespecial,putfield,aload 0 50827 0.2
sipush,bipush,bastore 50642 0.2
dup,bipush,ldc 50439 0.2
dup,iconst 0,ldc 49992 0.2
aload 0,getfield,getfield 49974 0.2
iconst 0,ldc,aastore 49056 0.2
sipush,ldc w,iastore 48252 0.2
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TableXVI. Mostcommon4-grams.

Opcode Count %

aload 0,getfield,aload 0,getfield 95199 0.4
new,dup,ldc,invokespecial 91302 0.4
new,dup,invokespecial,ldc 57764 0.2
dup,invokespecial,ldc,invokevirtual 57239 0.2
bipush,bastore,dup,sipush 50663 0.2
dup,sipush,bipush,bastore 50642 0.2
bastore,dup,sipush,bipush 50642 0.2
sipush,bipush,bastore,dup 50392 0.2
anewarray,dup,iconst 0,ldc 48862 0.2
dup,iconst 0,ldc,aastore 48697 0.2
iastore,dup,sipush,ldc w 48252 0.2
dup,sipush,ldc w,iastore 48252 0.2
ldc w,iastore,dup,sipush 48198 0.2
sipush,ldc w,iastore,dup 47875 0.2
iastore,dup,bipush,ldc w 47528 0.2
dup,bipush,ldc w,iastore 47528 0.2
ldc w,iastore,dup,bipush 47520 0.2
bipush,ldc w,iastore,dup 47384 0.2
dup,bipush,bipush,bastore 44682 0.2
bastore,dup,bipush,bipush 44680 0.2
bipush,bastore,dup,bipush 44674 0.2
bipush,bipush,bastore,dup 44209 0.2
aload 0,new,dup,invokespecial 43141 0.2
new,dup,new,dup 42678 0.2
invokevirtual,ldc,invokevirtual,invokevirt ual 42594 0.2
ldc,aastore,aastore,dup 41430 0.2
aastore,aastore,dup,bipush 40443 0.2
dup,ldc,invokespecial,athrow 40441 0.2
new,dup,aload 0,getfield 36325 0.1
new,dup,invokespecial,putfield 34800 0.1
ldc,aastore,dup,iconst 1 34705 0.1
iconst 0,ldc,aastore,dup 34705 0.1
aastore,dup,iconst 1,ldc 34585 0.1
putfield,aload 0,new,dup 34499 0.1
dup,iconst 1,ldc,aastore 34191 0.1
invokevirtual,aload 0,getfield,invokevirtual 34185 0.1
aload 0,iconst 0,putfield,aload 0 33108 0.1
aload 0,aload 1,putfield,return 32147 0.1
aload 0,aconst null,putfield,aload 0 31719 0.1
aload 0,getfield,aload 1,invokevirtual 31472 0.1
iconst 2,anewarray,dup,iconst 0 30710 0.1
ldc,invokevirtual,aload 0,getfield 30470 0.1
putfield,aload 0,iconst 0,putfield 27739 0.1
iastore,dup,bipush,ldc 26735 0.1
dup,bipush,ldc,iastore 26735 0.1
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Figure 33. (a) Height and(b) sizeof expression trees.

for example, softwarewatermarking algorithmssuchasthatby Cousot andCousot [11], which hidesa
watermarkin unusualconstants. Figure34tellsusthat in realprogramsmost constantsaresmall (93%
areless than1000)or very close to powersof two, and hencehiding a mark in unusual constants is
likely to beunstealthy.

7.5. Method calls

TableXXII reportsthemost frequently called Java librarymethods. To collectthesedata,we lookedat
every INVOKEinstruction to seewhatmethod it named. No attempt at method resolution wasmade.

Figure35measuresthesize of receiver setsof methodcalls. Thatis, for avirtual methodinvocation
o.M() we countthe numberof methodsM() that might potentially be called. This dependson the
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Table XVII. Most commonsubexpressions.

Expression Count % Expression Count %

L 6574522 34.9 L.F.F.F 5087 0.0
M() 4119506 21.9 (L.F+L) 4607 0.0
i 2967193 15.7 (L.F&i) 4572 0.0
L.F 1366327 7.3 (M()+i) 4511 0.0
" 1039672 5.5 (L.F+L.F) 4326 0.0
N 665727 3.5 (L&l) 4149 0.0
S 438851 2.3 ((L+M())+L.F[]) 4128 0.0
A 153670 0.8 (M()+L) 3997 0.0
L[] 121966 0.6 (L.length-i) 3994 0.0
(( Class )M()) 115363 0.6 ((L >> i)&i) 3917 0.0
null 95366 0.5 (i*L) 3792 0.0
L.F[] 83259 0.4 ((L&l) <> l) 3734 0.0
l 67088 0.4 (L/i) 3689 0.0
L.F.F 54078 0.3 (L.F >> i) 3654 0.0
L.length 51938 0.3 (((L+M())+L.F[])+i) 3392 0.0
(( Class )L) 49937 0.3 L.F[].F 3367 0.0
(L+i) 41182 0.2 S[][] 3351 0.0
(L instanceof Class ) 39081 0.2 (L.F instanceof Class ) 3342 0.0
d 37202 0.2 ((L >>> i)&i) 3162 0.0
S[] 29776 0.2 (L+L.F) 3051 0.0
(L+L) 24534 0.1 (( Class )L[]) 2995 0.0
(L.F+i) 24296 0.1 (L.F-L) 2977 0.0
L.F.length 23898 0.1 (S[]&i) 2898 0.0
(L-i) 19852 0.1 (LˆL) 2818 0.0
f 17746 0.1 (L.F[]&i) 2773 0.0
(( Class )S) 14614 0.1 ((long)L) 2748 0.0
(L-L) 13495 0.1 ((byte)L) 2699 0.0
(L&i) 13436 0.1 (L.F*L.F) 2690 0.0
(L.F-i) 10759 0.1 S.length 2626 0.0
(L >> i) 9050 0.0 (l&L) 2618 0.0
(L[]&i) 8285 0.0 ((l&L) <> l) 2612 0.0
(( Class )L.F) 7715 0.0 ((double)L.F) 2509 0.0
M().F 7518 0.0 ((L[]&i) << i) 2473 0.0
(L+M()) 7451 0.0 L.F.F[] 2437 0.0
(M()-i) 7181 0.0 (L-L.F) 2423 0.0
(L >>> i) 7181 0.0 -(L) 2423 0.0
(M() instanceof Class ) 6305 0.0 (L <> l) 2322 0.0
(L << i) 6013 0.0 (L&L) 2285 0.0
(L*i) 5818 0.0 ((L.F >> i)&i) 2275 0.0
L[][] 5757 0.0 S.F 2214 0.0
(L.F-L.F) 5509 0.0 ((char)L) 2201 0.0
((double)L) 5300 0.0 (S+i) 2132 0.0
(L*L) 5234 0.0 ((float)L) 2129 0.0
L.F[][] 5230 0.0 ((int)M()) 2081 0.0
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Table XVIII. Abbreviations usedin Table XVII .

null 
 ACONSTNULL (( � ) � ) 
 typecast, � is a primitive
-( � ) 
 negation typeor Class
( � +� ) 
 addition A 
 create new array
( � - � ) 
 subtraction S 
 static �e ld
( � * � ) 
 mult F 
 non-static � eld
( � / � ) 
 div M() 
 methodcall
( � %� ) 
 mod/rem ( � instanceof � ) 
 instanceof
( � &� ) 
 and " 
 stringconstant
( � | � ) 
 or f 
 float constant
( � ˆ � ) 
 xor d 
 double constant
( � <<� ) 
 left shift l 
 long constant
( � >>� ) 
 signedright shift N 
 NEW
( � >>>� ) 
 IUSHRor LUSHR ( � <� ) 
 DCMPLor FCMPL
� [] 
 arrayelement ( � >� ) 
 DCMPGor FCMPG
� .length 
 ARRAYLENGTH ( � <>� ) 
 LCMP
i 
 int constant L 
 loadlocal variable

static typeof o, and the numberof methodsin type(o) ’s subclasses thatoverrideo’s M() . A static
class hierarchyanalysis [12] isused to computethereceiver set.

The size of the receiver set hasimplicationsfor, amongotherthings, codeoptimization.A virtual
methodcall thathasonly onememberin its receiver setcanbereplacedwith adirectcall.Furthermore,
if, for example, o.M() ’s receiver set is {Class1.M(), Class2.M() }, then to expando.M()
inline, the code if o instanceof Class1 then Class1.M() else Class2.M() has
to begenerated.Thelargerthereceiver set, themoretypetestswill have to beinserted.

To computereceiver sets for an INVOKEVIRTUAL instruction, we � rst resolve the method
reference.We thengatherall of thesubclasses of theresolvedmethod’sparentclass (including itself)
and for eachone look to see whetherit containsa non-abstract methodwith the samenameand
signatureas the resolved method.If so, we checkto see whetherthe resolved methodis accessible
from thegiven subclass. If this is true,thentheINVOKEVIRTUALinstruction could possibly execute
thesubclass’ method,andit isaddedto thereceiver set for theINVOKEVIRTUALinstruction.

For an INVOKEINTERFACEinstruction, we perform the same test but we look instead at
all implementorsof the resolved method’s parent interface. This set will contain all classes
that directly implement the interface, as well as subclasses of those classes, and classes that
implementany subinterfacesof the interface(i.e. anything that could be cast to the interfacetype).
The INVOKESPECIALand INVOKESTATIC instructionsdo not use dynamic method invocation;
the methodthey will call can always be determinedstatically. Thus, they all have receiver sets of
size 1.

Sincewe countonly methodbodiesin thereceiver sets, it is possible to have receiver setsof size 0.
This canoccurif an abstract class hasno subclasses to implementits abstract methods, yet codeis
written to call its abstractmethodswith futuresubclasses in mind.Similarly, anINVOKEINTERFACE
call mayhaveno receivers if noclasses implementthegiveninterface.
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Table XIX. Commoninteger constants.

Most commonint constants Mostcommonlong constants

Value Count % Value Count %

0 634484 20.5 0 19617 29.2
1 611382 19.7 1 3515 5.2
2 165656 5.3 Š1 2320 3.5
3 86253 2.8 1000 1114 1.7
Š1 78187 2.5 287948901175001088 740 1.1
4 65209 2.1 2 722 1.1
8 45619 1.5 255 669 1.0
5 40047 1.3 3 387 0.6
10 31762 1.0 100 347 0.5
255 31249 1.0 5 344 0.5
6 29798 1.0 8388608 343 0.5
7 28356 0.9 4294967295 331 0.5
9 25497 0.8 10 323 0.5
16 24931 0.8 7 304 0.5
32 19401 0.6 71776119061217280 270 0.4
12 17889 0.6 4 269 0.4
13 17228 0.6 60000 217 0.3
11 15763 0.5 9 199 0.3
15 15008 0.5 541165879422 196 0.3
14 13733 0.4 9223372036854775807 190 0.3
24 13607 0.4 64 182 0.3
20 10844 0.3 9007199254740992 170 0.3
48 9759 0.3 8 167 0.2
17 9513 0.3 -9223372036854775808 160 0.2
63 8963 0.3 500 159 0.2
46 8540 0.3 60 156 0.2
47 8214 0.3 36028797018963968 148 0.2
18 8115 0.3 2147483647 144 0.2
34 8029 0.3 67108864 139 0.2
31 7681 0.2 3600000 134 0.2
64 7602 0.2 17179869184 132 0.2
40 7187 0.2 144115188075855872 132 0.2
21 7044 0.2 140737488355328 130 0.2
100 6984 0.2 1024 129 0.2
45 6970 0.2 10000 125 0.2
23 6860 0.2 137438953504 123 0.2
19 6855 0.2 43980465111040 122 0.2
41 6631 0.2 1099511627776 122 0.2
30 6621 0.2 562949953421312 118 0.2
58 6551 0.2 17592186044416 118 0.2
128 6547 0.2 33554432 117 0.2
22 6510 0.2 268435456 117 0.2
25 6441 0.2 16384 109 0.2
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Table XX. Commonrealconstants.

Most commonfloat constants Mostcommondouble constants

Value Count % Value Count %

0.0 4316 24.3 0.0 9295 25.0
1.0 2122 12.0 1.0 5146 13.8
2.0 839 4.7 2.0 1920 5.2
0.5 573 3.2 0.5 1296 3.5
255.0 319 1.8 100.0 710 1.9
Š1.0 311 1.8 10.0 689 1.9
4.0 177 1.0 5.0 585 1.6
100.0 164 0.9 -Infinity 467 1.3
10.0 151 0.9 Š1.0 463 1.2
0.75 146 0.8 1000.0 454 1.2
64.0 124 0.7 3.0 409 1.1
3.0 124 0.7 3.141592653589793 (� ) 364 1.0
1000.0 114 0.6 NaN 333 0.9
20.0 109 0.6 4.0 311 0.8
90.0 79 0.4 0.25 285 0.8
3.1415927 (� ) 73 0.4 Infinity 206 0.6
NaN 68 0.4 8.0 198 0.5
57.29578 ( 180/� ) 68 0.4 1.797693 · · · 7E308 ( MAX) 182 0.5
50.0 68 0.4 180.0 162 0.4
6.2831855 (2�) 64 0.4 1.5 156 0.4
6.0 64 0.4 0.1 152 0.4
3.4028235E38 ( MAX) 62 0.3 360.0 145 0.4
1.0E-4 61 0.3 20.0 120 0.3
180.0 60 0.3 6.283185307179586 (2�) 118 0.3
5.0 58 0.3 Š2.0 112 0.3
0.85 58 0.3 0.01 107 0.3
0.1 58 0.3 255.0 105 0.3
0.01 52 0.3 0.2 104 0.3
Š10.0 51 0.3 6.0 103 0.3
0.0010 47 0.3 0.6 92 0.2
8.0 45 0.3 7.0 91 0.2
1.5 45 0.3 9.0 88 0.2
0.8 45 0.3 1.25 83 0.2
0.3 45 0.3 16.0 77 0.2
0.25 45 0.3 60.0 75 0.2
-Infinity 44 0.2 31.0 72 0.2
Infinity 44 0.2 26.0 71 0.2
100000.0 42 0.2 0.75 71 0.2
1.5707964 ( �/ 2) 40 0.2 12.0 69 0.2
0.70710677 ( 1/

�
2) 40 0.2 0.05 67 0.2

Š100.0 38 0.2 0.3 66 0.2
200.0 37 0.2 15.0 65 0.2
65536.0 36 0.2 645.0 64 0.2
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Table XXI. Mostcommonstring constants.

Value Count %

empty string 36456 3.5
" " 9003 0.9
newline 5281 0.5
")" 4860 0.5
"." 4718 0.5
"S" 4540 0.4
"’" 4201 0.4
"Q" 4139 0.4
":" 4083 0.4
"," 3885 0.4
"R" 3796 0.4
"P" 3663 0.4
", " 3562 0.3
"/" 3481 0.3
""" 3113 0.3
"0" 3024 0.3
"name" 2725 0.3
"(" 2561 0.2
"false" 2536 0.2
"true" 2461 0.2
"]" 2115 0.2
": " 2093 0.2
"Center" 1931 0.2
"-" 1699 0.2
"BC" 1658 0.2
"PvQ" 1649 0.2
" > " 1634 0.2
"id" 1450 0.1
"P- > Q" 1373 0.1
"P&Q" 1370 0.1
"java.lang.String" 1314 0.1
"line.separator" 1313 0.1
";" 1307 0.1
"W" 1237 0.1
"=" 1210 0.1
"shortDescription" 1207 0.1
tab 1159 0.1
" }" 1151 0.1
"RvS" 1110 0.1
"null" 1107 0.1
"*" 1084 0.1
"A" 1074 0.1
"[" 1046 0.1
"class" 1012 0.1
"˜P" 996 0.1
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Value Count %

0 654101 20.7
1 695404 22.0
2 169760 5.4
2n,n > 1 205877 6.5
2n Š 1,n > 1 198280 6.3
2n + 1,n > 1 93544 3.0
other 1150207 36.3

(b)

Figure 34. Constant values: (a) distribution of integers (int andlong ); (b) integers
(int andlong ) closeto powers of two.

Figure35(a)shows that 88% of all virtual methodcalls have a receiver set with size at most 2,
with theaveragesizebeing4.5. It is interesting to notethe large numberof methodswith a receiver
sizebetween20 and29.As canbeexpected,theaveragereceiver set sizeis signi�cantly larger for an
interfacemethod call. Figure35(b)showsan averageset size of 16.5.

7.6. Switches

Figure 36(a) measuresthe numberof case labels for eachtableswitch and lookupswitch
instruction. We had to treatthe tableswitch instruction specially, sinceit usesa contiguousrange
of label values. Not all of the labels in the tableswitch instruction necessarily appeared in the
sourcecodefor theprogram.As a result, someof the branchtargets for thecaseswill bethe sameas
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Table XXII. Most commoncalls to methodsin the Java library.

Method Count %

java.lang.StringBuffer.append(String)S tringB uffer 340044 15.8
StringBuffer.toString()String 143985 6.7
StringBuffer.<init>()void 93837 4.3
Object.<init>()void 52597 2.4
StringBuffer.<init>(String)void 48408 2.2
String.equals(Object)boolean 46645 2.2
java.util.Hashtable.put(Object,Object) Object 42629 2.0
java.io.PrintStream.println(String)voi d 42594 2.0
StringBuffer.append(int)StringBuffer 31702 1.5
StringBuffer.append(Object)StringBuffe r 27284 1.3
String.length()int 25505 1.2
String.valueOf(Object)String 20146 0.9
java.lang.IllegalArgumentException.<in it>(St ring)v oid 15737 0.7
StringBuffer.append(char)StringBuffer 15116 0.7
String.substring(int,int)String 14441 0.7
java.util.Vector.size()int 13817 0.6
java.util.Vector.addElement(Object)voi d 12705 0.6
java.util.Vector.elementAt(int)Object 12087 0.6
java.lang.System.arraycopy(Object,int, Object ,int,i nt)voi d 11969 0.6
java.util.Iterator.hasNext()boolean 11891 0.6
String.charAt(int)char 11831 0.5
java.util.Iterator.next()Object 11800 0.5
java.lang.Integer.<init>(int)void 11658 0.5
java.lang.Throwable.getMessage()String 11216 0.5
java.util.Vector.<init>()void 10434 0.5
java.util.List.add(Object)boolean 10166 0.5
Object.getClass()java.lang.Class 9641 0.4
java.util.Hashtable.get(Object)Object 9584 0.4
String.equalsIgnoreCase(String)boolean 9391 0.4
java.util.List.size()int 9226 0.4
java.util.Map.put(Object,Object)Object 8830 0.4
java.util.List.get(int)Object 8797 0.4
java.lang.Class.forName(String)java.la ng.Cla ss 8641 0.4
java.util.Map.get(Object)Object 8313 0.4
java.awt.Container.add(java.awt.Compon ent)ja va.awt .Component 8270 0.4
String.substring(int)String 7862 0.4
java.io.PrintWriter.println(String)voi d 7767 0.4
java.util.Enumeration.nextElement()Obj ect 7539 0.3
java.lang.Class.getName()String 7288 0.3
String.startsWith(String)boolean 7186 0.3
String.indexOf(String)int 6960 0.3
java.util.ArrayList.<init>()void 6705 0.3
java.lang.Integer.parseInt(String)int 6667 0.3
java.util.Enumeration.hasMoreElements( )boole an 6526 0.3
java.lang.NullPointerException.<init>( String )void 6403 0.3
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Figure 35. Number of receiver set sizes per (a) virtual method call (invokevirtual ) and
(b) interfacemethodcall (invokeinterface ).

the default case target.Therefore,whencomputingthelabelset sizeanddensity of a tableswitch
instruction,we ignoreall of the labelswhosebranchtargetsarethesameasthedefault case’s target.

The� gureshows that the averagenumberof labels per switch is 12.8and that 89%of the switches
containfewer than30 labels.

Figure36(b)shows thedensity of switch labels, computedas

number of case arms
max labelŠ min label+ 1

(1)

This measure is important for selecting the most appropriate implementation of switch
statements[13,14]. In the JVM, the tableswitch instruction is used whenthedensity is high and
the lookupswitch is usedwhenthedensity is low.
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Figure 36. Switching statements: (a) numberof casearms in tableswitch and lookupswitch ; (b) label
density of tableswitch andlookupswitch .

8. RELATED WORK

In a widely cited empirical study, Knuth conducted an analysis of 440 FORTRAN programs[1].
The study was conducted in an attempt to understand how FORTRAN was actually being used by
typical programmers. By understandinghow thelanguagewas being used,a better compiler could be
designed.Eachof the programsweresubjectedto static analysis in orderto countcommonconstructs
suchasassignmentstatements, ifs, gotos, do loops, etc. Inaddition,dynamicanalysiswasperformedon
25programswhichexaminedthefrequency of theconstructsduring asingleexecution of theprogram.
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The � nal analysis studied the effects of variouslocal andglobaloptimizationson the innerloopsof
17programs.

Knuth’s study was the � rst attempt to understand how programmersactually wrote programs.
Sincethat initial study, many similar explorationshave beenconductedfor a variety of languages.
Salvadori et al. [3] and Chevanceand Heidet [2] both examined the pro� le of Cobol programs.
Salvadori et al. looked at the static pro� le of 84 Cobol programswithin an industrial environment.
In addition to examining the frequency of speci�c constructs, they also studied the development
history by recording the numberof runsper day andthe time interval betweenthe runs. Chevance
andHeidetstudiedthe static nature of Cobol programsthroughthe numberof occurrencesof source-
level constructs in morethan50 programs. Theauthorstook their study a step further by computing
the frequency of the constructs as the programexecuted. In this study, for categories of data were
examined:constants, variables, expressions, andstatements.

Other thanChevanceand Heidet [2], most studiesof programmerbehavior have concentrated on
the static structureof programs. Of equalimportanceis to examinehow programschangeover time.
Collberg et al. [15] showed how to visualize the evolution of a programby taking snapshots of its
developmentfrom aCVSrepository andpresenting thesedatausing atemporalgraph-drawingsystem.

Cook and Lee [4] undertook a static analysis of 264 Pascal programsto gain an understanding
of how the languagewas being used. The analysis was conducted within 12 differentcontexts, e.g.
procedures, then-parts, else-parts, for-loops, etc. In addition, they comparedtheir resultswith those of
other languagestudies. Cook [16] conducted a static analysis of the instructionsused in the system
softwareontheLilith computer. An analysisof APL programswasconductedby SaalandWeiss [5,6].

Antonioli andPilz [17] conducted the� rst analysisof theJavaclass � le.Thegoalof their studywas
to answerthreequestions. (1) What is thesizeof atypicalclass� le?(2) How is thesizeof theclass�le
distributed betweenits differentparts? (3) How are the bytecodeinstructionsused?To answer these
questions, they examinedsix programswith a total of 4016uniqueclasses. In contrast to the present
study, they examinedthe size in bytesof eachof the � ve partsof a class � le (i.e. header, constant,
class, � eld, and method).They also examinedinstruction frequencies to seewhat percentage of the
instruction setwasactually being used.They foundthatonaverageonly 25%of theinstruction setwas
usedby any oneprogram.Our analysis doesnot focuson thefrequency of a particular instruction per
programbut insteadlooksat thefrequency over all programs. Overall, their studyisdifferentfrom ours
in that they were interestedin answering a few very speci�c questions, where our analysis is focused
onobtainingacompleteunderstandingof JVM programs.

Gustedt etal. [18] conductedastudyof Javaprogramsthatmeasuresthetreewidth of CFGs. Thetree
width is effectedby such constructsasgoto usage, short-circuit evaluation, multiple exits, break
statements, continue statements, andreturns. Theauthorsexaminedboth JavaAPI packagesaswell
asJava applicationsobtainedthroughInternetsearches.

O’Donoghueet al. [19] performedan analysis of Java bytecodebigrams. Their analysis was
performedon 12 benchmarkapplications. The only similarity betweentheir data and ours is that
we both foundaload 0, getfield to bethe most frequently occurring bigram.We attribute the
differencesto thesmall samplesizeusedin their study.

One of the byproducts of our analysis is a large repository of publicly available data on Java
programs. Appel [20] maintains a collection of interferencegraphswhich can be used in studying
graph-coloringalgorithms. Theavailability of suchrepositoriesis highly useful in thestudy of compiler
implementation techniques.
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9. DISCUSSION AND SUMMARY

In this paperwe have performeda static analysis of 1132Java programsobtainedfrom the Internet.
Throughtheuseof SandMark, wewereableto analyzethestructureof theJavabytecode.Our analysis
rangedfrom simple counts, such asmethodsper class, instructionspermethod,andinstructionsper
basic block, to structural metricssuchasthe complexity of CFGs.

Our main goal in conducting thestudy was to use the data in our researchon software protection,
however we believe these data are useful in a variety of settings. These data could be used in the
designof futureprogramminglanguagesandvirtualmachineinstruction sets, aswell asin theef� cient
implementation of compilers.

It would be interesting to performa similar study of Java sourcecode.Even thoughJava bytecode
contains muchof the sameinformation as in the sourcefrom which it was compiled, some aspects
of the originalcodearelost. Examplesincludecomments, sourcecodelayout, somecontrol structures
(whentranslated to bytecode,for andwhile loopsmaybeindistinguishable), sometypeinformation
(Booleansarecompiledto JVM integers), etc.

Owing to our randomsampling of code from the Internet, it is possible that our set of Java jar-
�les is somewhatskewed.It would be interesting to further validateour results by comparing against
a differentset of programs, such asstandardbenchmarkprograms(for example, SpecJVM [21]), or
programscollectedfrom standardsourcecoderepositories(for example, sourceforge.net ).

We would also welcomestudiesfor other languages. It would be interesting to validate our results
by performing a similar study for MSIL, the bytecodegenerated from C# programs, sinceMSIL and
JVM (andC# and Java) sharemany commonfeatures. It would also be interesting to compareour
results with languagesvery differentfrom Java, such asfunctional, logic, andprocedurallanguages.
It might thenbepossible to derive a set of ‘ linguistic universals’ , programming behaviorsthatapply
acrossarangeof languages. Suchinformationwould beinvaluablein thedesignof futureprogramming
languages.

Our experimental data andtheSandMark tool thatwas used to collect it canbedownloadedfrom
http://sandmark.cs.arizona.edu/download.html.
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