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SUMMA RY

We presen a study of the static structure of real Java bytecoce programs. A total of 1132 Java jar-bles
wer e collected from the Internet and analyzed. In addition to simple counts (number of methods per class,
number of bytecode instructions per method, etc.), structural metrics such as the complexity of control-
Bow and inheritance graphs were computed. We believe this study will be valuable in the design of future
programming languages and virtual machine instruction sets, aswell asin the efbcdent implementation of
compilersand other languageprocessorsCopyright ¢ 2006John Wiley & Sons, Ltd.
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1. INTRODUCTION

In amuchcited study [1], Knuth examinedFORTRAN programscollecied from printouts foundin a
computng cener. Amongotherthings he foundthat arithmeic expresionstend to be small, which,
he agued,hasconequences$or code-generabn and optimization algorithms chosenin a compiler.
Similar studieshave beencarriedout for COBOL [2,3], Pascal [4], andAPL [5,6] sourcecode.

In this paperwe report on a study on the static structure of real Java bytecode programs
Using informaton gatheredfrom an automatd Google search,we colleced a sampk of 1132 Java
programsin theformof jar les(collecionsof Javaclas les). Thestatic structureof thes programs
was analyzed auomatically using SandMark, a tool which, amongother things performs static
anaysis of Java bytecode.

It is ourhopethattheinformationgatheredand preentedherewill beof usein avariety of settings
For exampk, informaton aboutthe structure of realprogramsn onelanguagecanbe usedto desgn
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future languagesn the same family. One exampkis thefinally claus of Java exceptionhandlers
Specialinstructions(jsr andret ) wereaddedto Java bytecodeto handk this congructef cienty.
Thes indructionsturn out to be a major sourceof compkxity for the Java veri er [7]. If, instead,
the Java bytecodedesgnershadknown (from a study of MODULA-3 programsfor example)thatthe
finally clauisvery unusialin realprogramsthey mayhave elecedto keepjsr /ret outof the
instruction set. Thiswould have simpli ed the Javabytecaleveri er while imposing little overheadon
typical programs.

Thereare mary typesof toolsthatoperae onprogramsCompilersarean obviousexample, but there
aremary softwareengineerng tools which trangorm programsn orderto improve on their structure,
readability modi ability , etc. Suchlanguagerocessors canbene t from knowingtypicalandextreme
couns of variousagecs of real programsFor exampk, in our study we have found that while, on
average,a Java class le has9.0 methods in the extremecas we founda class with 570 methods
This information canbe usedto selectappropriate data structures,algorithms, and memory allocation
strategies.

As afurther example, we have foundthat the averageJava class hasno morethan onemethodthat
overridesamethodof its superclas. Thismeangha mos methodsarewritten ‘from scratch’,andwiill
notbepresntin any of thesuperclases of thatclass. Furthermoreit meanghatmost methodswritten
in agivenclassare unlikely to be overridden in its subclassesThus, aggressve inlining appeaisto be
agoodcanddat for optimizaion. Theusual obdacle to inlining in Javais virtual metodinvocaion,
whereasingle methodcallste couldhave mary potentiattargets However, giventhes data,we cansee
that oftenthis will notbe a problem,becaus metodsarerarely overridden.Combinedwith the fact
thatthe averagemehodhas33.2indructionsandis thus quite small, we seethat aggressveinliningis
anexcelent canddat for optimizaion. We hopethat this studywill beuseful in providing mary other
insights that will facilitatethe design of toolsto study and improve prograns.

Our own resarchis focused on the protectionof software from piracy, tampering,and reverse
engheerng, usng code obfuscaion and software watermarking [8]. Code obfuscation attenpts to
introduceconfudon in a programto slow down an adwersary’s attempts at reverse engineerng it.
Software watermarking inserts a copyright notice or cusomerident caion numberinto a program
to allow the ownerto assert their intellecual propery rights. An important agpectof these techngues
is stedth. For exampke, a softwarewatermarking a gorithm should notembeda markby inserting code
that is highly unusial, sincethatwould make it eay to locae and remove. Our study of instruction
frequences and instruction n-gramsdirecly addesses this concern,by showing us exacly which
instruction sequencearecommonand which are not. For exampk, ary codethat conainsthe ISR W
or GOTQWinstructionswould be extremel ungeathy, since not a single one of our 1132test jars
contin either of these ingructions We believe the informaton presentedin this paperwill be useful
in developing future evaluaion modek for the steath of software protecion algorithms

Theremaindenf this paperis structuredasfollows. In Section2 we desribehow our statisticswere
gatheredln Section3 we give a brief overview of Javabytecodeln Secions4, 5, 6, and 7, we present
appicaion-level, class-level, mehod-level, andingdruction-level statistics, repecively. In Secion 8
we discuss relatedwork, andin Section9 we summarizeour ndings

*Thefinally  claus canbeimplementedby copying code.
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Table 1. Collected jar- le statistics.

Measue Count

Total numberof jar les 1132
Total size of jar- les(bytes) 198945317
Total numberof class les 102688
Total numberof packages 7682
Total numberof classes 90500
Total numberof interfaces 12188
Total numberof consent poolenties 12538316
Total numberof methods 874115
Total numberof elds 422491
Total numberof instuctions 26597868

2. EXPERIMENTAL METH ODOLOGY

Table | shows some statisticsof the applications that were gathered Figure 1 shows an overview of
how our statisticswere collected

To obtain a suitably randomset of sampk data, we queriedthe Google searchengneusng the key-
phrag‘"index of" jar '. Thisquerywasdesgnedto ndWeb pageghatdisplay server directory
listings that contain leswith the extersion .jar . Intheresuting HTML pageswe seachedfor any
<A> tag whos HREFatribute desgnaed ajar- le.These leswerethendownloaded.

Theinitial collectionof jar les numberedn exces of 2000.An initial analyss discardedany les
that contained no Java classespr were structurally invalid. Static statisticswere next gathered using
the SandMark tool.

SandMark [9] is a tool developedto aid in the study of software-bagd software protecion
technues Thetool is implemenéd in Java and operags on Java bytecode.Includedin SandMark
arealgorithmsfor codeobfuscaion, software watermarking, andsoftwarebirthmarking. A variety of
staticamalysis techiques are included to aid in the developmentf new algorithmsandas a meango
study the effectvenes of the algorithms. Examples of suchtechnguesare: class hierarchycontol-

o w, andcall graphs def-use andlivenes analyds; stack simulation; forward and backward dlicing;
variousbytecodedif ngalgorithms abytecodeviewer; and a variety of software compkxity metics.

Notall well-formedjar- les couldbe completelyanalyzedln mog cagsthiswasbecausthejar le
was not self-contained,i.e. it referencealasses thatwerenotin the jar or in the Java standardlibrary.
Missing class les prevent the class hierarchyfrom being condructed, for exampk. In the® caes
we still computed as many statisticsas possilde. For example, while an incomplete classhierarchy
preverted us from gathering accuatestatisticsof classinheritance depth, it still allowed us to gather
control- o w graph (CFG) statistics.Our SandMark toolis also notperfect In particular, it isknown to
build erroneousCFGs for methodswith complkex subroutne structures(combhnationsof thejsr  and
ret instructonsusedfor Java'sfinally clausg. There are few such CFGsin our sample sd, sothis
problemisunlikely to adversly affectourdat.

Owing to our random sampling of jar les from the Internet the collecion is somewhat
idiosyncratic. We assume that ary two jar- les with the same name are in factthe same program, and
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Figure 1. Overview of how our statistics were gathered.

keeponly one.However, we keptthoe les whos namesindicatedthatthey weredifferentversons
of the sameprogram,as shown by the OligoWiz les in Figure 1. Most likely, these lesare very
similar and may contain methodsthat areidenical betveenversions It is rea®nabk to assume that
such redundang will have somewhat skewed our reallts. An aternaive strategy might have beento
gues (baedonthe lename)which lesareversonsof the sameprogram,andkeeponly the higher
numbered le. A less randomsampling of programscould also have beencollecedfrom well-known
repostoriesof Java code,suchas sourceforge.net

Giving aninformaive presentation of thistypeof dataturnsoutto bedif cult. In mary appicaions
we will only be interesed in typical values (such as modeor mean) or extremevalues(such as min
andmax). Suchvaluescaneasly bepresntedin takular form. However, we would also lik e to be able
to quickly geta generalfeel’ for the behavior of thedat, and thisis beg preentd in avisual form.
Thevisualizaion is complicatdby the factthat mog of our dat have sharp* spikes andlong‘tails.
Thatis, oneor afew (typically small) valuesarevery common,but therearea small numberof large
outlierswhich by themselves are alsointeresting. This canbe seenfor exanmple,in Figure 30(b)below,
which showsthatoutof the 801117metodsin ourdata, 99%have fewer thantwo subroutnesbut one
methodhas29 subroutnes

We have cho®nto visualize muchof our daiausng binnedbar graphswvhereextremey tall barsare
truncatedto allow small valuesto be visualized For exanmple, consider the graph in Figure 2 which

Copyright ¢ 2006JohnWiley & Sons Ltd. Softw Pract. Exper 2007;37:581-641
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Figure 2. lllustration and explanaton of the bargraphsusedthroughoutthe paperfor data visualizaion.

shows the numberof congants in the condant pool of the Java applicaionswe studied. Mog of our
graphswill have the samestructure. Alongthe x-axis we show thebinsinto which our data have been
clasi ed. Ontop of eachbartheactualcountandcumulative percentagereshown. Verytall barsare
truncatdandshown striped.In a separag table to the top right of the graphwe show the total number
of dat points, the minimum, maximum, and averagex-values the mode®, the median (the middle
value), and the standarddeviation. The SAMPLES/alue is the total number of items inspectedfor the
given statistic, and the TOTAL value is the total numberof sub-items countd. For exampk, in the
above graph,the SAMPLESralue will be the number of classesanalyzedand the TOTAL value will
be the sum of all of the congant pool enties over all of the classes analyzed. The TOTALvalue is
only includedwhereapproprate. The FAILED value givesthe numberof unsiccesful measiremens,
whenappropréte.

3. THE STRUCTURE OF JAVA BY TECODE PROGRAMS

A Java applicationconssts of a collectionof classes andinterfaces Eachclass or interfaceis compiled
into aclassHe. A progranconsstsof anumberof class leswhich arecollecedtogeterintoajar-pe.

8The modeis themost frequentlyoccuring value. This is often—but becaus of binningnotalways—thetalles barof thegraph.
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[pub] ‘''q"  (int’ Code -----
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Code[]= push,add,store...
ExceptionTable []=
Attributes

Figure 3. A view of the Javaclass leformat

A jar- le is directly execuale by a Java virtua machineinterpreter The Java clas le storesall
necesary dat regarding the clas. Thereis a symbol table (called the Condant Pool) which stores
strings, largeliteral integersand oats, andnamesandtypesof al elds and methodsEachmethodis
compied to Java bytecodea stack-bagdvirtual machine ingruction set. Figure3 shows the structure
of theJavaclass le format.TheJVM is de ned by Lindholmand Yellin [10].

The Java bytecodesanmanpulate data in severalformats: integers(32 bits), longs(64 bits), oats
(32 bits), doubks (64 hits), shorts (16 bits), bytes (8 bits), Booleans(1 bit), chars(16 bit Unicode),
objectreference$32 bit pointers, and arrays The Boolean,byte, char and short typesare compied
down into integers.

Bytecodenstructonshave variable widths Simple ingructionssuchasiadd (integeraddtion)are
onebyte wide, while someinstructions(suchastableswitch ) canbe multiple bytes.Eachmethod
canhave up to 65536 local variables and formal parametrs, caled slats. The bytecodegeference
slots by number For exampk, the instruction ‘iload _3’ pushesthe third local variable onto the
stack.In orderto acces high-numberedlots, a specialwide instruction canbe usedto modify load
andstoreinstructionsto use 16-bit indexes. The Javaexecuton stackis 32 bitswide.Longsanddoubkes
take up two stackertriesand two slot numbers.

Copyright ¢ 2006JohnWiley & Sons Ltd. Softw Pract. Exper 2007;37:581-641
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Table Il. Notation used to refer to data values in the bytecode.

Notation Explanation

B An 8-bit integer value

S A 16-bit integer value

L A 32-bit integer value

G An 8-bit consent poolindex

G A 16-bit constnt poolindex

Fp An 8-bit localvariable index

Fs A 16-bit localvariable index

Clil Theith consent pool entry

V[i] The ith variable/formd parameter in the current method

Local variable dots are untyped.In fact a paricularsot canhold differenttypesof data at different
locationsin a method.However, regardles of how executionreaches givenlocationin the method,
the type of data stared in a particular slot at that location will always be the same. A static aralysis
known asa stack simulation cancompue slot typeswithoutexecutng ametod.

Some bytecodegeferencedat from the class congant pool, for exampk to push large congants
or to invoke methods Condantpool referencesre 8 or 16 bits long. To push areferenceo a literal
string with congant pool number4567,the compier would issue the instruction 'ldc  _w 4567’ .
If the condant poolnumberingead tsinto abyte (such as123),theshorter indruction’ldc 123’
would suf ce.

Same information is stored in attributesin the class le. This includes excegion tade ranges, ard
(for delugging) line-numberangesand local variable names

Table Il explainsthe notation used in Tables |11 -VI, which give anoverview of the VM instruction
sd.

4. PROGRAM-LEVEL STATISTICS

In this and the following three secions we will preent the dat colleced about appicaions
(this sectian), classegSectin 5), methods(Secion 6), andingructions(Secion 7).
Figures4—7 visualize applicaion-level data aboutthe programswe gathered.

4.1. Packages

Classes in Java are optionaly organizedinto a hierarchyof padages. For exampk, Java's String
clasisinthepackaggava.lang ,andcanbereferredto asjava.lang.String .Ascanbeseen
from Figure4(a), mary Java programsputall classes into the same packageln fact half of the 1132
applcaionswe gatheredhave threeor fewer packagesand only fourhave 50 or more.
A package iscounedif thereexists someclass suchthatthefully quali ed clasnameof is
. Thus if an applicationhasclasses java.pad&l.dassl andjava.pa&2.dass2 thenjava.pakland

Copyright ¢ 2006JohnWiley & Sons Ltd. Softw Pract. Exper 2007;37:581-641
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Tablelll. The rst87 Javabytecale instrictions.

Opcode Mnemont Args Stack Descliption

0 nop I

1 aconst _null 0 [nul] Pushnull object

2 iconst _m1l 0 [S1] PushS1.

3...8 iconst _n 0 [n] Pushintegerconsentn,0 n 5.

9...10 Iconst _n 0 [n] Pushlongconsentn,0 n 1.

11...13 fconst _n 0 [n] Push oatconsentn,0 n 2.

14...15 dconst n 0 [n] Pushdoubke consentn,0 n 1.

16 bipush n:B 0 [n] Push1-byte signedinteger.

17 sipush n:S 0 [n] Push2-byte signedinteger.

18 Idc nG [l [C[n]] Pushitem from consant pool.

19 ldc w nG [ [C[n]] Pushitem from consent pool.

20 ldc2 w nG [ [C[n]] Pushlongtoubk from consant pool.

21...25 Xload nFy [ [VIn]] X {ilfda} Loadint, long, oat doubk, object
from local var.

26...29 load n 0 [VIn Loadlocalintegervarn,0 n 3.

30...33 lload -n 0 [vin] Loadlocallongvarn,0 n 3.

34...37 fload n 0 [VIn Loadlocal oatvarn,0 n 3.

38...41 dload n 0 [vn] Loadlocaldoubevarn,0 n 3.

42...45 aload _n 0 [Vin Loadlocalobjectvarn,0 n 3.

46...53 Xload [A, 1] [V] X {ialafadaaabacasg. PushthevaueV (an
int, long,efc.) stored at index | of arrayA.

54...58 Xstore nFy [VI[n]] I X {ilfd,a}, Storeint, long, oat, doubk, object
to local var.

59...62 istore _n Vinl 1[I Storeto localintegervarn,0 n 3.

63...66 Istore _n Vinl 11 Storetolocallongvarn,0 n 3.

67...70 fstore _n vinl 10 Storetolocal oatvarn,0 n 3.

71...74 dstore _n Vinl 11 Storeto localdoubkevarn,0 n 3.

75...78 astore _n Vinl 1[I Storeto localobjectvarn,0 n 3.

79...86 Xstore [A,1,V] [ X {ialafadaaabacasg. StorethevalueV (an

int, long,efc.) atindex | of arrayA.

java.pa&2would be counted,but javawould not. Also, the defautt or ‘null’ packages couniedexacly
once,if thereisaclasin thatpackage.

Figure5(a) shows thatwhile a small numberof programshave packagesith hundredsof classes,
the typical packagewill have only one,andthe averageis about11.8.

Packagesanbe negedinside of otherpackagesallowing for the eay creaton of uniquenames
While it is possille to createa package hierarchy of arbitrary depth, Figure 4(b) shows that the
maximum depth for an application is 8, with anaveragedepthof 3.9.

A Java interface is a specal type of class that only contains congant dechratons or method
signatures. A class which implementsan interface mug provide implementtons of the methods

Copyright ¢ 2006JohnWiley & Sons Ltd. Softw Pract. Exper 2007;37:581-641
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Table 1V. Java bytecodeinstructions87 to 169.

Opcode Mnemonic Args Stack Description

87 pop [A] 1[I Poptop of stack.

88 pop2 [A, B] Pop2 elements.

89 dup [Vl [V,V] Duplicatetop of stack.

90 dup _x1 [B,V] [V,B,V]

91 dup _x2 [B,C,V] [V,B,C,

92 dup2 [V.,W] [V,W,V,

93 dup2 _x1 [A, V,W] [V,W,

94 dup2 _x2 [A, B, V, W]

95 swap [A,B] [B,A] Swap top stackelements.

96...99 Xadd [A,B] [R] X {ildf}.R=A+ B.

100...103  Xsub [A, B] [R] X {ildfl.R=ASB.

104...107  Xmul [A, B] [R] X {ildff. R=A B.

108...111  Xdiv [A,B] [R] X {ildf}.R=A/B.

112...115  Xrem [A,B] [R] X {ildf}.R= A%B.

116...119  Xneg [A] [R] X {ildf}. R=SA.

120...121  Xshl [A, B] [R] X {il}.R=A<<B.

122...123  Xshr [A, B] [R] X {il}.R=A>>B.

124...125  Xushr [A, B] [R] X {il}.R=A>>> B.

126...127 Xand [A,B] [R] X {il}.R= A&B.

128...129  Xor [A,B] [R] X {il}.R=A|B.

130...131  Xxor [A,B] [R] X {i,l}.R= Axor B.

132 iinc V:Fp,B:B 0 0 V+=B

133...144  X2Y [F1 [T] Convert F fromtypeX toT of typeY. X {ilf,d}, Y {ilfd}.

145...147 2 X [F1 [T] X { bcs}. CorvertintegerF to byte,char or short.

148 lemp [A, B] [V] CompardongvaluesA>B V=1A<B V=81A=
B V=0

149151 Xcmpl [A, B] [V] Compareoat ordoublevaluesX { f,d.A>B V=1A<
B v=81,A=B V=0 A=NaN B=NaN V=
S1

150152 Xcmpg [A, B] [V] Compareoat ordoublevaluesX { f,d}.A>B V=1A<
B V=S1,A=B V=0A=NaN B=NaN V=1

153...158 if L:S [A] 1[I ={egnejt,gegtle}. A OgotoL + pc.

159...164 if _icmp L:S [A,B] 1[I ={eqnelt,gegtle}. IfA B gotoL + pc.

165...166 if _acmp L:S [A,B] 1[I ={eqne}. A, B areobjectrefs.If A B gotoL + pc.

167 goto 1:S o 0 Jumpto | + pc.

168 jsr 1:S 0 [A] Jump subroutineto instructionl + pc. A = the addressof the
instructionafter thejsr.

169 ret L:Fp 0 0 Returnfrom subroutine Addressin localvar L.

Interfacesare often used to compensatefor Java's lack of multiple inheritance. Figure 5(b) shows

thatover 70%of Java packagesontainO or 1 interface.

4.2. Protection

A Java class can be declaredas abdract (it serves only as a superclas to clases which actually
implemens its mehod9 or Pnal (it cannotbe extended). Thee dechratons are, however, fairly
unusial. Figures6(a)and6(b) show thatover 70%of all packagegontainno abgractor nal classes.
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Table V. Java bytecodeinstructions170to 195.

Opcode Mnemont Args Stack
170 tableswitch DL, hiL,o™*1 [K] [
JuLongDescmp throughthe K :th offset. Elsegoto D.
171 lookupswitch D:L,n:L,(m, 0)" K] O
If, for one of the (m, o) pairs,K = m, thengoto o. Elsegoto D.
172...176 Xreturn vl 11
X {iflda}. ReturnV.
177 return 0 0
Return from void method.
178 getstatic F:G 0 [Vl
Puwsh value V of staic eld F.
179 putstatic F:G vl 11
StorevalueV into staic eld F.
180 getfield F:G [R] [V]
PuwshvalueV of eldF inobjectR.
181 putfield F:G [R, V]
StorevalueV into eld F of objectR.
182 invokevirtual P:G [R, A1, A, .. ]
Call virtual method P, with arguments A4 - - - Ap, throughobjectreferenceR.
183 invokespecial PG [R, A1, Ay, .. ]
Cdl private/init/superclassmethod P, with arguments A1 - - - Ap, throughobjectreferenceR.
184 invokestatic P.G [A1, Ao, ...
Cdl staic method P with arguments A1 - - - Ap.
185 invokeinterface P:.G,n:S [R,A1,A2,...]1 1
Cdl interface method P, with n agumengs A1 - - - Ap, throughobjectreferenceR.
187 new TG 0 [R]
Creae anew objectR of typeT.
188 newarray T:B [C] [R]
Allocak new arrayR, eIementtypeT C elemenslong.
189 anewarray [C] [A]
Allocaie new arrayA of referencetypes elementtype T, C elemenslong.
190 arraylength [A] [L]
Determinesthe length L of arrayA.
191 athrow Rl [?]
Throw excepton.
192 checkcast C.G [R] [R]
Ensuresthat R is of typeC.
193 instanceof C.G [R] [V]
Push 1 if object R isaninstanceof classC, else push0.
194 monitorenter R 10O
Get lock for objectR.
195 monitorexit [RT 0O
Releasdockfor objectR.

Copyright ¢ 2006JohnWiley & Sons Ltd.
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Table VI. Java bytecodeinstructions196to 201.

Opcode Mnemont Args Stack
196 wide C:B,l :Fg 1
Perform opcodeC onvariable V[ | ] . C isoneof the loadktore instuctions.
197 multianewarray T:G,D:G, [dq,do,...] [R]
Creat new D-dimensional multidimensional array R. dp, dp, . . . arethedimenson sizes.
198 ifnull L:S [Vl 1
If V=null gotolL.
199 ifnonnull L:S [Vl 11
If V=null gotolL.
200 goto _w l:L 0 10
Gato instruction | .
201 jsr _w l:L 0 [A]

Jumpsubioutine to instruction | . A is the address of the instruction right after the jsr_w.
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Figure5. Program-kvel statistics: (a) numberof classeger package(b) numberof interfacesperpackage.

4.3. Inherit ancegraphs

In addition to a classimplemerting an interface,a classcan also extend another class.In this case
the subclass inherts all of the variables and methodsof the class which it extends(the superchss),
thus creaing an inheritancerelatonsip. An inhelitancegraph can be condructed to repreent the
superchss/subcless relationship. An inhertancegraphis a rooted,directed,acyclic graphwherethe
nodesare classes and interfaces Thereis anedgefrom nodeA to nodeB iff nodeB directly extends
or implemens nodeA. Thus classes will have edgesto their direct subclases, and interfaceswill
have edgedo the classes thatimplementhemandto theinterfaceshatextendthem.Iln orderto make
this arootedgraph,we assert thatall interfacesextendthe class java.lang.Object (and,hence,
java.lang.Object becomegheroot). Using this de nition, we cansee thatnodeB is reachable
from nodeA iff itispossible to assign avalue of type B to avariable of typeA. Theinhelitancegraph
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Figure6. Program-bvel statistics: (a) numberof abstactclasseper package(b) numberof nalclassegackage.

heightfor a given application is the maximumnumberof superchssesthatany clasin theapplication
has. This will include same but not all of the Javalibrary classes.

Figure 7(a) shows that on averagethe height of aninhertancegraphfor an applicaton is 4.5 and
that over 90%of all applicaionshave aninhertancegraphwith a height of lessthan?.

It isimportant to note thatfor 303 of our appications theinhertancegraphcondruction failed due
tothejar le not being self-contained. This mears that some classin the application had a superclass
that was unavailable for anaysis, thereforewe could not placeit correcty in the inhertancegraph.
This is typical of applicationsthatrely on extemal librarieswhich are not packagedwith them

Figure 7(b) shows the numberof classes in eachapplicationthat extendother classes in the same
application,asoppo®dto Java library classes. Some classes in eachapplicationmust directly exterd
a Java library class(most oftenjava.lang.Object ), but it is interesing to note that only about
one-hird (3289980500) extend other classes indde the same appicaion. Table VIl shows thatmos
of the classes in eachapplicationextendjava.lang.Object directly.
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5. CLASSLEVEL STATISTICS

In this secion we preent dataregarding thetop-level structure of class les. Thisincludesthenumber
type/sgnature,and protectionof elds and methods and the class' or interfaces postion in the
appicaton’sinhertancegraph.

5.1. Fields

A Javaclass cancontaindatamemberscalledbets. Fields are either classvariables(they are declared
static  andonly oneinstanceexists atruntime)or instancevariables(every instartiation of the class
continsauniquecopy).
Figures8—10show eld statistics.In Figure 8(a)we see that 60% of all classes have two or fewer
elds, but in oneextremeca® a class declaredalmod athousand elds Ingancevariablesaremore
commonthan class variables On average,a class will contain2.8 instancevariablesand 1.6 class
variables, and44% of all classes have morethanoneinstancevariable but only 17% have morethan
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Table VII. Most commonstandad classego be extendedby applicaion classes.

Class Count %

java.lang.Object 42629 471
user _class 34805 385
java.lang.Exception 1089 12
javax.swing.AbstractAction 893 1.0
java.lang.Thread 738 08
javax.swing.JPanel 691 08
java.lang.RuntimeException 464 05
java.awt.event.WindowAdapter 341 04
java.awt.Panel 313 03
java.awt.event.MouseAdapter 309 03
java.util.ListResourceBundle 276 03
java.util.EventObject 248 03
java.io.FilterInputStream 232 03
org.omg.CORBA.portable.Objectimpl 226 02
org.omg.CORBA.SystemException 217 0.2
org.xml.sax.helpers.DefaultHandler 203 02
java.awt.Dialog 203 0.2
java.io.FilterOutputStream 202 02
java.applet.Applet 202 0.2
java.awt.Canvas 197 02
java.io.OutputStream 196 0.2
java.awt.Frame 194 02
java.io.IOException 192 0.2
java.io.lnputStream 183 02
javax.swing.JFrame 149 0.2
javax.swing.JDialog 135 01
org.omg.CORBA.UserException 126 01
java.lang.Error 120 01
java.beans.SimpleBeaninfo 119 01
java.awt.event.KeyAdapter 118 01
javax.swing.table.AbstractTableModel 104 01
java.awt.event.FocusAdapter 101 01
java.util. AbstractSet 94 01
java.security.Signature 80 01
javax.swing.beaninfo.SwingBeanlInfo 79 01
java.security.GeneralSecurityException 78 01
org.xml.sax.SAXException 70 01
javax.swing.JComponent 70 01
javax.swing.event.InternalFrameAdapter 60 01
java.util.Hashtable 57 01
java.lang.lllegalArgumentException 56 01
java.io.Writer 54 01
java.util. AbstractList 51 01
java.util.Properties 50 01
java.io.Reader 49 01
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Figure 10. Field declarationsin classesi{a) numberof transient elds per class;
(b) number of volatile e Ids per class.

onedtatic variable. It is also more commonfor a class to have elds of referencetypesrather than
primitive types On averagea class will have 1.5 elds of primitive type,but 2.6 elds of reference
type.

Fieldsmay also be declaredpnal,trangent, or volatile. A nal eld is onewhos value cannotbe
altered afterit is r stassiged in the instarceor classinitializer. A trarsiert eldis onethatis not part
of the perdstentstate of its parentobject.A volatile eld is onethatcannotbe internally cachedby
the VM, sinceit is asstmedto be accessethy multiple threads. Figures9(c), 10(a) and 10(b)report
on the number of nal, trarsiert, and volatile eld s per class,respectively. We seethat 98% of all
classesave no transient eld s, 99% have no volatile eld s, and more than half of al classedave no

n al elds. The rarenessof thesemodi er s makes the outliersin thesegraphs particulady interesting.
While in generaltherearevery few trangent elds Figure 10(a) shows us thatone class had 52 of
them.Also, whenwe compardrigures9(b) and9(c), we seethat they have very similar MAX values.
On closerinspection, this is due to a single classin the le ‘kawa-1.7.jar ' whichhas968 €lds,
all of which arereferencaypes andonly oneof whichisnot nal.

Table VIl givesabreakdaevn of the declaredtypesof elds Only primitive typesandtypesexported
from the Java standardlibrary are shown. Our dat also containedsomeuser de nedtypeswith high
usagecouns. Thisis dueto idiosyncrasesof our colleced programs such as a programdechring
vast numberof eldsof oneof its clases. Table VIII shows thatthevast majority of typesareint s,
String s,and boolean s.We notethat, somewhat surprisingly, java.lang.Class (Java’snotion
of aclass) isafrequent eldtype,anddouble sare morefrequenthanfloat s.

5.2. Congtant pool

Figure 11 shows the numberof entriesin the congant pool (the class 1€'s symbol table) per class.
While small literal integers are stareddirectly in the bytecale, large integers aswell asString s and
realnumbersre,instead,storedin the congant pool. Figures12-14 show the relative distribution of
literal types.
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Table VIII. Mostcomman  eldtypes.

Field type Count %

int 153861 218
java.lang.String 105787 150
boolean 44914 64
java.lang.Class 24355 34
long 16556 2.3
java.lang.Object 14472 20
byte[] 10229 14
int[] 8157 11
java.util.Vector 7601 10
java.util.Hashtable 7095 10
short 7048 10
byte 6464 09
java.lang.String[] 6412 09
java.util.Map 5692 08
double 5256 07
java.util.List[] 4971 07
float 3115 04
java.io.File 3019 04
char[] 2995 04
java.math.Biginteger 2782 03
java.lang.StringBuffer 2472 03
java.sgl.Connection 2443 03
javax.swing.JLabel 2066 03
java.util.HashMap 2064 03
java.awt.Color 2058 03
char 1987 03
java.util. ArrayList 1748 02

The differencebetweenFiguresl4(a)and 14(b)is that ‘string constarts’ are userde n ed strings,
swch asall literal strings that appearin the source code. The ‘UTF8 strings’ include all userstrings,
but also include strings used intemally by the class le format, as well as the names of all referenced
classes, interfacesmethods elds etc. It isinteresing to notethatUTF8 strings comprise over half of
the total congants counied,whereaghe sum of all numert congantsis less than2% of thetotal.

5.3. Methods

Figures15-17 give statistics of methods Of interes is that 73% of all classes have nine or fewer
methods (Figure 15(a)), and that the vast majority of clases have no abgract or naive methods
(Figures15(b) and 16(a). Almod all classes have at lea$ one virtual method, with an averageof
7.7methodsperclass (Figurel7(a). Static methodsarequite rare:80%of all classes have at mos one
static method,with anaverageof 1.3 methodsperclass (Figure16(b)).
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5.4. Member protection

Figures18and19 show thefrequeng of visibility redrictionsof class memberq elds andmethods.
A member can be package private , private , protected , or public . Figure 19(c)
summarizesthe informaton by giving averagenumbersof memberswith a particular protecion.

5.5. Inheritance

Figure 20 shows informaton about class inhertance. Figure 20(a) shows the numberof immedate
subclasses of a class,i.e. the number of classes that directly exterd a particular class.Figure 20(b)
shows the numberof classes thatdirecly or indirecly extend a particular clas. We foundthat 97%
of all classes have two or fewer direct subclasses. One of the classes in our collecion is extended
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Figurel4. Literal constnts in classes{a) numberof string entriesperclassor interface;(b) number
of UTF8 string constnts per class.

by 187 classes. In addtion, 48% of classes are at dept 1 in the inhertancegraph,i.e. they extend
java.lang.Object , therootof the inhertancegraph(Figure20(c)). Theaveragedepth of aclas
is low (only 2.1), althoughsix of our classes are at deph 30—39.In mary caseswe failed to build
the inhertancehierarchydueto the programcontaining referencesto classesiot in the jar- le or the
standardlava library.

Figure21 shows thesameinformationfor interfaces

Table VIl was computedy lookingatwhich classes eachapplicationclass extendedEveryinterface
is considered to exterd java.lang.Object . Similarly, Table IX looks at which interfaceswere
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Figure 15. Method dechrations in classes:(a) number of methods per class;
(b) numberof abstractmethodsperclass.

extendedby otherinterfaces Thereis a bit of ambiguity here becaug in Java sourcecodeaninterface
usesthe extendskeyword to extendanotherinterface,althoughtechnicallytheinterfaceis really being
implementedTable X shows which interfaceswereimplementedy any application class,including
otherinterfaces

Method overriding occurswhena methodin a class hasthe sasme nameandsignaure asa method
in its swerclass.This is atecmique usedto provide a more specializedimplementation of a particular
method.Figure22 shows thatthe majority of classes have at mos oneoverriddenmethod.

6. METHOD-LEVEL STATISTICS

In this secion we present method-lkevel statistics. This includesinformaton aboutmethodsignatres
local variables CFGs and exceptionhandlers
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Figure 16. Method dechrationsin classes(a) numberof native methodsper class;
(b) numberof static methodsperclass.

6.1. Method sizes

Figure23 shows the sizesin bytesandingructionsof bytecodemethods The maxinumsize allowed
by the WM is 65535bytes but only oneof our methods(63019byteslong)approachethis limit.

6.2. Localvariablesand formal parameters

Figure 24 shows the maximum numberof sots used by a method. All indance methodswill use at
leas onedlot (for thethis  paramedr). No mehodusedmorethan157dots, indicaing thatthewide
instruction(usedto acces up to 655365 ots) will berarelyused.
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Figure 17. Method dechrationsin classes(a) numberof nonstatic methodsperclass;
(b) numberof nal methodsperclass.

Table XI gives a breakdavn of slot types Note that Java's short , byte , char , and boolean
typesare compied into integersin the bytecode and thuswill not show up asdistinct types Also, a
slot may contain morethanonetype within a method, althoughat ary oneparicularlocaton it must
always havethe sametype.Table X| showsthat int s and String smake up themajority of slottypes
Only 3.8%o0f dots contain two types andonly 0.6% contain threetypes This indicaesthatthe desgn
of the VM could have beensimpli ed by requiring eachslot to containexactly onetype throughout
the bodyof a method,withoutmuchaderse effect

Slats are not explicitly typed in the bytecade. Instead slot types have to be computed using a static
analyss known asstadk simulation. This involves simulating the behavior of eachinstruction on the
stackandthelocalvariable slots, while following all possible pathsof contol ow within the method.
A similar algorithm is used in the Java bytecodeveri er.
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Figure 18. Protecion of classmembersi(a) numberof packageprivate membersper class;
(b) numberof private memberger class.

Figure24(b)shows the maximumstackdepth requredby amehod.Thisis storedasanattributein
the class le, and could thus be largerthenthe actual stacksize neededatruntime.

The numberof dots used by a method in Figure 24(a) includesthos slots resrved for method
parametrs. Figure 25 breaksout the numberof formal paramegrsper method. This is the number
of parametrs, not the numberof dots thoe paramegrs would conaume (i.e. longs and doubkes
count as one). As expecked, the averageis low (1.0), with 90% of all methods having two or
fewer formals. Tade XlIl shows the mod commonmethod signatires The signauresare preenied
with the method’s parameer type list r<t, followed by the method’s return type. So, for exampk,
a method that takes two integer parameers and returns a String would have a signaure of
‘(int,int)java.lang.String ". We have al abdractedaway ary referencdypesthatdo not
appearin the stardard Java libraries(i.e. userde n ed clases). If a user-de ned class is a parameter
or the return type of a method, we replaceit with ‘user _class ’'. Onerea®nthat‘()void 'isso
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Table 1X. Most common standard interfaces to be extended by
applcaion interfaces.

Interface Count %

user _interface 3359 577
org.w3c.dom.html.HTMLElement 676 116
java.util.EventListener 362 6.2
java.io.Serializable 251 43
org.w3c.dom.Node 225 39
java.lang.Cloneable 118 20
org.omg.CORBA.Object 96 16
java.security.PrivateKey 43 07
org.w3c.dom.CharacterData 42 0.7
org.w3c.dom.events.EventTarget 39 0.7
java.security.PublicKey 39 0.7
org.omg.CORBA.portable.IDLEntity 38 07
org.omg.CORBA.IDLType 36 0.6
org.w3c.dom.Element 29 05
org.w3c.dom.Document 28 05
java.rmi.Remote 24 04
org.w3c.dom.css.CSSRule 23 04
java.security.Key 23 04
org.w3c.dom.events.Event 22 04
org.w3c.dom.DOMImplementation 22 04
org.w3c.dom.Text 21 04
org.xml.sax.XMLReader 20 03
org.omg.CORBA.IRObject 18 03
org.xml.sax.ContentHandler 16 03
java.lang.Comparable 16 03
javax.crypto.interfaces.DHKey 14 0.2
java.util.Map 12 0.2
java.sgl.ResultSet 11 0.2
java.util.List 10 0.2

java.sgl.Connection
java.lang.Runnable
org.w3c.dom.css.CSSValue
org.xml.sax.Locator
org.xml.sax.DTDHandler
java.util.Collection
java.sgl.ResultSetMetaData
org.xml.sax.ext.LexicalHandler
org.omg.CORBA.DynAny
org.xml.sax.DocumentHandler
org.omg.CORBA.Policy
javax.xml.transform.SourceLocator
java.sgl.PreparedStatement
org.w3c.dom.events.UIEvent
org.w3c.dom.events.DocumentEvent

AP OOOOUOOONNNNO©OO©
o
[
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Table X. Mostcommonstandardinterfacesto beimplemenéd by applicaion classes.

Interface Count %

user _interface 21955 559
java.io.Serializable 3534 90
java.awt.event.ActionListener 2880 7.3
java.lang.Runnable 1447 37
java.lang.Cloneable 1009 26
org.omg.CORBA.portable.Streamable 793 20
java.awt.event.ltemListener 302 08
java.lang.Comparable 266 0.7
java.util.lterator 262 07
java.util.Enumeration 216 06
java.util.Comparator 215 05
javax.swing.event.ChangeListener 211 05
java.awt.event.MouseListener 187 05
org.xml.sax.EntityResolver 173 04
java.security.PrivilegedAction 145 04
org.xml.sax.ErrorHandler 130 03
java.security.spec.AlgorithmParameterSpec 130 03
java.beans.PropertyChangeListener 114 03
java.awt.event.MouseMotionListener 113 03
org.xml.sax.ext.LexicalHandler 109 03
java.awt.event.KeyListener 109 03
org.xml.sax.ContentHandler 100 03
javax.swing.event.ListSelectionListener 99 03
java.io.Externalizable 99 03
java.security.spec.KeySpec 87 02
org.xml.sax.DocumentHandler 83 02
org.xml.sax.DTDHandler 82 02
java.awt.event.AdjustmentListener 81 02
javax.sgl.DataSource 80 02
java.awt.event.WindowListener 80 02
java.awt.image.ImageObserver 76 02
java.awt.image.renderable.RenderedimageFa ctory 74 02
javax.naming.spi.ObjectFactory 72 02
java.sgl.Connection 71 02
java.awt.event.FocusListener 71 02
org.w3c.dom.NodeList 70 02
org.xml.sax.AttributeList 50 0.2
javax.naming.Referenceable 58 01
java.io.FilenameFilter 55 01
org.xml.sax.Locator 52 01
java.util. Map$Entry 52 01
java.lang.reflect.InvocationHandler 52 01
javax.swing.event.DocumentListener 51 01
java.awt.event.ComponentListener 50 01
org.xml.sax.Attributes 48 01
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Figure 22. Numberof metodoverridesper class.

commonisthatthisisthesignature of default congructors, especially thatfor java.lang.Object
which must be calledin the constructors of all classedhat directly exterd it.

6.3. CFGs

A method body can be corverted into a CFG, wherethe nodes(the bagc blocks) are straight-line
piecesof code.Control alwaysentersthetop of thebasic block andexits atthe bottom,eitherthrough
anexplicit branchor by falling throughto anoterblock. Thereis anedgefrom basc block A to basic
block B if contol can ow from A to B.

Building CFGs for Java bytecodeis not straightforward. A major compicaion is how to dealwith
excepion hardling. Severa instructionsin the VM canthrow excegionsimplicitly . Thisincludesthe
divisioninstructions(whichmaythrow a divide-by-zeraexcepton),andthe getfield | putfield
andinvokevirtual instructions(whichmaythrow null  -referencexceptong. Thes changesn
contol ow canberepregnid by adding exceptionedgesto the CFG, which connecta basc block
endngin anexcepton-throwinginstructionto theCFG'ssink node If every suchinstruction (which are
very commonin realcode)isallowed to terminae abadc block,blocksbecomevery small. Sincesome
analsescansafely ignoreimplicit exceptons SandMark suppors building the CFGs both with and
without implicit excepton edges Thejsr andret instruconsused for Java’s finally claue
also cau® problems In general,a data ow analyss is necessar in order to correctly build CFGs
in the presenceof complex jsr /ret combinations. SandMark currenty doesnot supportthis and,
asaconequencewill someimesintrodue spuriousedgesout of blocksendingin ret instructions.
Sincetherearefew such CFGs in our sample set this problemis unlikely to signi canty affect our
dat

Figure 26 shows the numberof basc blocks per method body (we make the distinction method
bodyto rule out methodswith no instructions such as native or abstract metodg. We can see that
97% of all methodbodieshave fewer than100basc blocks We cancorroborag this informaton with
Figures27(a)and 23(b), to seethat the averagebasc block size is 2.0, andthat 97% of all method
bodieshave fewer than200instructions
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Figure 23. Methodsizes:(a) sizein bytes;(b) numberof instuctionspermethod body.

As canbeseenfrom Figure 27(a) theaveragenumberof indructionsin abadc blockis very smal,
only 2.0, and 98% of all blocks have fewer than six ingructions Figure 28(a) shows the average

out-degree of a basc block nodeis, predictably, low, only 1.2. Out-degreeshigher than two can

only be achieved either whenan instruction is inside an excegtion hardlerstry  block, or with the

instructions In the rst ca®, edgesare addedfrom

eachbasc block inside a try block to the rst basc block of the hander code. Therefore,if a
basic block is inside multiple nestedtry blocksits out-degree may be high. In the secondcas,

and lookupswitch

JVM’s tableswitch
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Figure 24. Local variables: (a) numberof max locals per method body; (b) number
of maxstackweights per methodbody.

the tableswitch and lookupswitch instructions are Java’'s implementation of switch -
statemens, which may have mary possible branchtarges. Higherin-degreescanoccurwhenatry
cath block hasmary instructionsinsideit that could potenially triggerthe excepion. Eachof these
instructionswill endits block,andhave an edgegoing from it to thehanderblock. Thus thein-degree
of the handlerblock will becomdarge.

Figure27(b) shows the numberof ingructionsperbadc block whenimplicit excepton edgeshave
notbeengeneragd. As canbeseen thisincreassthe averagenumberof ingructionsperblock to 7.7.

A nodex in adirectedgraphG with a single exit nodedominatesnodey in G if every pathfrom
the entry nodeto y mug pas throughx. The dominator set of a nodey is the set of all nodeswhich
dominatey. Dominatar information is usedin code optimizations such asloop iderti catio n and code
motion. Figure29 shows the numberof dominator blocksperbasc block.
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Table XI. Mostcommonslot types.

Register type Count %

int 614910 162
java.lang.String 365915 96
2 types 144145 38
java.lang.Object 76764 20
byte[] 50658 1.3
long 49903 1.3
java.lang.Throwable 38046 10
double 25541 06
3 types 23426 06
java.lang.StringBuffer 21716 06
java.lang.String[] 20600 05
java.util.lterator 16036 04
float 15595 04
java.lang.Class 15129 04
java.util.Vector 14795 04
int[] 14604 04
java.lang.Exception 14149 04
java.io.File 13334 04
java.io.lnputStream 11686 0.3
java.util.List 11615 03
java.lang.ClassNotFoundException 11331 03
java.util. Enumeration 10732 03
charf] 9534 03
java.lang.Object]] 9417 02

6.4. Subroutinesand exception handlers

Javasubroutnesareimplemenedby theingructonsjsr andret . They arechie y usedtoimplement
the finally clause of an exception hardler. This clause can be reacled from multiple locations.
For example, areturn  instruction within the body of atry block will r stjump to the finally
claus beforereturning from themetod.Similarly, beforereturning from within anexcepton hander,
thefinally blockmug beexecutd. To avoid codeduplicaion (inlining thefinally blockat every
locaion from whichit could be called) the dedgnersof the VM addedhejsr andret instructions
to jJump to andreturn from a block of code.This hascaugd much complicaion in the desgn of the
JVM veri er. See,for example, Stataet al. [7]. Figure30 shows that 98% of methodshave no more
than two excepton handkrs and 98% of all methodshave no subroutnes Figure 30(c) shows that
the averagesize of a subroutneis 7.5 instructons The length of a subroutne wascompuedasthe
numberof ingructionsbeweenajsr ’'stargetandits correpondingret . Togeher, our da@indicae
thatjsr andret could have beenleft out of the JVMs ingruction set withoutmuchcodeincreas
from finally clauses beingimplemened by codeduplicaion.
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Figure 25. Numberof formal pammetrs per method.

6.5. Interferencegraphs

An interferencegraphmodesk the variablesandlive rangeinterferencef a method. The live ranges
of alocalvariable arethelocaionsin amethodbetwweenwherethevariableis rst asignedandwhere
it is last used Since method parameters ard the ‘this ' referencearein local variable dots they
arecondderedto have their rst assignmentbeforethe rst instruction of the method. The graphhas
one vertex per local variable and an edge betweentwo verticeswhen the correponding variables
live rangesoverlap (or interfere). As an exampk consder the sampk codein Figure 31(a)andthe
correpondnginterferencegraphin Figure31(b). Sincethe codehasb variables, the graphhas5 nodes
Thegraphhasan edgev: vz sincevariablesvy andvy are live at the sarre time. An interference
graphis often used during the code generaibn pass of a compier to perform register allocaion.
Two variableswithintersecing liverangesannobeassignedto thesameregister. Figure32 showsthat
95% of the methodshave nine or fewer nodesin ther interferencegraphs This meansthat methods
typically will needvery few local variable slots. This analyss agreeswith the datain Figure 24(a)
which show thatmethodsdeckretheir maximumnumberof slotsto besmall.

After examiningthese data, it appearshatthedesgnersof the Javaingruction setwere wiseto make
thetypicalinstruction use only 1 byteto referto alocalvariableindex. Thewide pre x alowssuchan
instruction to use a 2-byte index, but as we cansee this will almod never be necesary. Thus hadthe
desgnerssimply madeall ingructionsuse 2-byte indices therewould have beenmuchwasted space
in the bytecode.

7. INSTRUCTION-LEVEL STATISTICS

In this sectian we present information regarding the frequeng of individualingructionsandpatternsof
instructions We also show themog commonsubexpresionsandcongant valuesfoundin the bytecode.
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Table XI1. Most commonmethod signatures.

Method signatrre Count %

()void 120997 138
(user _class )void 57762 66
()java.lang.String 53047 6.1
() user _class 44098 50
(java.lang.String)void 43810 5.0
()boolean 39772 45
Qint 35064 4.0
(int)void 18959 2.2
(boolean)void 11461 13
(user _class ) user _class 10332 1.2
(user _class , user _class )void 9652 1.1
(java.lang.String) user _class 7781 09
(java.lang.String)java.lang.String 77777 09
(user _class )boolean 6880 08
(user _class )java.lang.Object 6812 08
()java.lang.Object 6461 0.7
(java.lang.String)java.lang.Class 6258 0.7
(java.lang.String,java.lang.String)v oid 5561 06
(java.lang.Object)boolean 5373 06
(int)int 4776 05
(java.lang.Object)void 4697 05
(java.awt.event.ActionEvent)void 4479 05
(int) user _class 4270 05
(int)boolean 4116 05
(java.lang.String[])void 4044 05
(java.lang.String)boolean 3933 04
(int,int)void 3726 04
(int)java.lang.String 3473 04
()byte[] 3380 04
() user _class |] 3322 04
(user _class ,int)void 3251 04
()java.util.List 2970 03
(user _class ,java.lang.String)void 2821 03
(byte[])void 2697 03
()java.lang.String[] 2292 03
(user _class , user _class ) user _class 2289 03
(int,int)int 2023 0.2
(java.awt.event.MouseEvent)void 2008 02
(user _class )int 1998 0.2
(java.lang.String)int 1993 0.2
(user _class )java.lang.String 1951 02
()org.omg.CORBA.TypeCode 1941 02
(java.lang.String, user _class )void 1900 0.2
(java.lang.Object) user _class 1873 0.2
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Figure 26. Numberof bast blocks (in CFGs with implicit excepton edges)per method body.

7.1. Instruction counts

Thereare 200 usable VM ingruction opcodes Table XIII shows the frequeny of eachof those
bytecodeinstructions Themod frequenty occurrihginstructionisaload _O which isregponsble for
pushing the localvariable O, the this  referenceof non-gafic methods Even thoughthis is the mog
frequenty occurring instruction it only hasa frequeng of 10% The invokevirtual instruction
which calls anon-gatic mehodis also common asis getfield , dup, and invokespecial , the
lag two being usedto implementlava’s new operabr. The® ve instructionsaccountfor 33.8%of
all ingructions Our dataindicat that the majority of the remainig instructionseachoccurwith a
frequeny of at mog 1%, andthatthejsr _wandgoto _winstructions(used for longbranchepdo not
occurat all.

7.2. Instruction patterns

A k-gramisacontiguoussubsring of length k whichcanbecomprisd of letterswords or, in ourcas,
opcodesThek-gramis basedon static anaysis of the execugble program.To comput the uniqueset
of k-gramsfor ametod,we side awindow of lengh k over the staticinstruction sequence asit islaid
out in the class le.

We compued dat for k-gramswherek = 2, 3, 4, which is shown in Tables XIV, XV, and XVI,
regectively. Thee tablesshow thatas thevalue of k increagsthe percentagesf the mog frequently
occurring sequencesdecreas. For exampk, the mog frequenty occurrng 2-gram, aload _0,
getfield , has a frequeny of only 4.7% For 3- and 4-grams the mog frequenty occurring
sequencds less than1%. Thisindicateshatthes sequencesecomeguite uniquefor eachindividual
appicaton.
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Figure 27. Numberof instructionsperbasic block in CFGs (a) with and(b) withoutimplicit excepton edges.

7.3. Expressions

Figure 33 shows the size (numberof nodesin the tree)andheight (lengh of longes$ path from root
to leaf) of expresion treesin our samples. As repored alreadyby Knuth [1], expresionstend to be
small. We foundthat 61%of all expresionsonly have onenode.

Expresionsarecondructedby performingastacksmulationover eachmethodFor eachinstruction
that will producea reault on the stack the simulator deermineswhich ingructionsmay have put its
operand®n the stack. Thisinformaton is used to build up a dependeng graphwith instructionsand
operandasnodesandan edgefrom nodea to nodeb if b isusedby a. If theprogramcontinscer@in
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Figure 28. CFGs: (a) out-degree of basic block nodes;(b) in-degreeof bast block nodes.

ICONST 2
IFEQ <1>

IADD
In this exanyple, the IADD instruction may became its own child. If the branchat offset 4 is taken,

then the resut from the r st iteration of the IADD will be used asthe rst operandin the second

typesof loopsthese graphsmight have cycles in which ca they are discarded.Thefollowing code
iteration of the IADD.

segmentis an exampk of such aloop:
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Figure 29. Numberof dominator blocksperbasic block (in CFGswith implicit excepton edges)

In Table XVII we show the mog commonsubexpresionsfound in our sasmple metod bodies
Table XVIII explainsthe abbreviationsused. L, for example,repregntsa local variable,d a doubk
congant, ( + ) addition, etc. Sincewe are countng subexpresions the same pieceof anexpresion
will becounedmorethanonce.For exampk, if x andy arelocalvariables thentheexpresionx+y*2
will generag subexpresionsL, L, i, (L*i) , and (L+(L*i)) , eachof whichwill increagthecount
of its respective expressia class.

To computesubexpresionswe corvert eachexpresion treeinto a string repregntation, classify
eachsubexpresioninto equivalenceclasses accordingto Table X VIl , and counteachsubexpresion
individualy.

What we see from Table XVII is that, unaurprisingly, local variable referencesmethod calls,
integer condants, and eld referencesnake up the bulk of expresions Somewhat more surprising
is that the expressiam (( Class )M()) is very frequent Mog likely this is the reailt of references
to ‘generc’ methods (paricularly Java library functions such as java.util.Vector.get() )
returning java.lang.Object swhichthenhaveto becag into amorespeci ctype.

7.4. Constant values

Tables XIX, XX, and XXI show the mos commonliteral congantsfoundin the bytecode Condants
canoccurinthreedifferentways asreferenceso entiesinthecongantpool(ingructionsldc ,ldc _w,
andldc2 _w), asagumensto bytecodeinstructions(bipush n, sipush n, andiinc n, c¢), or
embeddedin specal instructions(iconst _n, c.).

Figure 34 shows the distribution of integer congant values It is interesing to note that 63% of
all literal integers are 0, powers of two, or powers of two plus/minus one. This hasimplications for,
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Figure 30. (@) Numberof excepton handers per method body; (b) numberof subroutines per method body;
(c) numberof instuctionspersubroutine.
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Table XIII. Instruction frequencies.

Opcode Count %  Opcode Count %
aload 0 2672134 100 aaload 108016 04
invokevirtual 2360924 89 anewarray 106780 04
dup 1521855 5.7 putstatic 105900 04
getfield 1447792 54 astore _1 99436 04
invokespecial 1003439 38 isub 93852 04
Idc 936890 35 if _icmplt 89901 03
aload _1 909356 34 if _icmpne 89452 03
aload 876138 33 iconst _3 85851 03
bipush 865346 3.3 arraylength 81083 03
new 665727 25 iaload 70687 03
iconst _0 634481 24 iconst _ml 67600 0.3
iload 601808 23 Idc2 w 66717 03
putfield 552241 21 iconst 4 64544 0.2
goto 507322 19 istore 3 58529 02
iconst _1 495114 19 istore 2 57750 0.2
aload 2 494004 19 iand 55782 0.2
invokestatic 457014 1.7 instanceof 50049 0.2
getstatic 438851 16 if _acmpne 48379 0.2
return 433081 16 if _icmpeq 47866 0.2
astore 395436 15 newarray 44390 0.2
sipush 383115 14 iconst 5 39857 0.1
areturn 351978 1.3 baload 39482 01
aastore 332112 12 castore 38065 0.1
aload 3 314398 12 istore _1 37068 0.1
invokeinterface 300563 1.1 if _icmpge 35921 01
ifeq 286898 1.1 sastore 30690 0.1
iastore 285979 1.1 ixor 29811 0.1
Idc _w 281190 11 if _icmple 28212 01
pop 270894 10 imul 27174 01
istore 264341 10 iload 0 26837 01
ireturn 259627 10 dload 26640 0.1
iload _2 200600 0.8 lastore 23738 01
iload _1 197241 0.7 ifle 23025 0.1
checkcast 193243 0.7 monitorexit 22023 01
aconst _null 178499 0.7 jsr 20074 01
iload _3 172820 06 Iconst O 19617 0.1
bastore 171902 0.6 nop 18136 0.1
iadd 171637 06 lload 17515 01
ifne 167878 06 ifge 17494 01
iconst 2 163348 06 i2b 17432 01
athrow 151515 0.6 ishl 17233 01
astore 2 144741 05 fload 16966 0.1
iinc 132890 05 or 15500 0.1
astore _3 121477 05 ishr 15363 0.1
ifnull 121318 05 Icmp 15033 0.1
ifnonnull 110290 04 dstore 14261 01
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Table XIll. Continued

Opcode Count %  Opcode Count %  Opcode Count %
dup x1 14202 01 fconst O 4316 0.0 fneg 496 00
dmul 14077 01 fad 4086 0.0 pop2 378 00
idiv 13833 0.1 laload 3781 00 fstore _1 374 00
if _icmpgt 12477 00 dload _3 3538 00 d2i 273 00
iflt 11944 00 Iconst _1 3515 00 dup2x1 263 00
caload 11871 0.0 dload 2 3286 00 Ineg 208 00
if _acmpeq 11595 0.0 fload -1 3261 00 I2f 187 00
dastore 11325 00 Isub 3212 00 dstore 0 168 0.0
astore 0 10400 0.0 fload -2 3130 00 dup2x2 164 00
tableswitch 10197 0.0 dcmpg 3040 00 Istore 0 159 00
land 10047 0.0 dupx2 2984 00 drem 55 00
monitorenter 9961 0.0 fdiv 2930 00 f2I 42 00
daload 9782 0.0 saload 2867 00 fstore O 20 00
fastore 9708 0.0 ineg 2577 00 frem 12 00
ret 9670 0.0 multianewarray 2500 00 jsr w 0 0.0
dconst 0 9295 00 d2f 2402 00 goto .w 0 0.0
i2l 8832 0.0 freturn 2360 00
fstore 8765 00 fload _3 2357 00
lookupswitch 8738 0.0 Ishl 2195 00
lload _1 8723 0.0 fconst _1 2122 00
faload 8634 0.0 dload 0 2093 00
iushr 8468 0.0 lload 0 1982 0.0
dadd 8407 0.0 fcmpl 1917 00
i2d 8403 0.0 istore 0 1787 0.0
ifgt 7976 00 Istore 3 1727 00
fmul 7674 00 Imul 1664 0.0
Istore 7512 00 lor 1520 00
dup2 7332 00 Istore 2 1475 00
lload _2 7125 00 f2i 1391 00
ddiv 6644 0.0 Ishr 1386 0.0
lload _3 6514 00 Istore _1 1352 00
dsub 5882 0.0 fcmpg 1243 00
i2c 5839 0.0 dneg 1230 0.0
12i 5680 0.0 dstore .3 1215 00
dload _1 5548 0.0 Idiv 1194 00
fadd 5515 0.0 Ixor 1146 0.0
irem 5508 0.0 dstore 2 1085 0.0
dreturn 5159 0.0 lushr 993 00
dconst _1 5146 0.0 dstore _1 908 00
dcmpl 5065 0.0 I2d 878 00
i2f 5003 0.0 swap 849 00
Ireturn 4935 00 fconst 2 839 00
ladd 4621 00 fstore 3 695 00
fsub 4463 00 fstore 2 650 0.0
i2s 4338 00 Irem 539 00
d2i 4331 00 fload 0 510 00
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Table XIV. Most comman 2-grams.

Opcode Count %
aload _0,getfield 1219837 4.7
new,dup 664718 26
Idc,invokevirtual 353412 14
invokevirtual,invokevirtual 332487 13
dup,bipush 330887 1.3
putfield,aload 0 311038 1.2
iastore,dup 250744 10
invokevirtual,aload 0 235924 09
dup,sipush 226520 09
aload _1,invokevirtual 223958 09
aload,invokevirtual 222692 09
getfield,invokevirtual 219107 038
aload _O,aload _1 214369 0.8
aastore,dup 208247 08
dup,invokespecial 202840 08
aload _0,invokevirtual 200872 038
invokevirtual,pop 193105 0.7
aload _0,invokespecial 159742 06
astore,aload 146309 06
bastore,dup 141779 05
Idc,aastore 133994 05
getfield,aload 0 129300 05
invokespecial,aload 0 122168 05
Idc,invokespecial 120935 05
dup,ldc 116043 04
invokespecial,athrow 115994 04
aload _2,invokevirtual 115394 04
goto,aload -0 115340 04
putfield,return 113044 04
dup,iconst 0 109473 04
invokevirtual,ldc 109060 04
invokevirtual,return 106765 04
invokevirtual,ifeq 103093 04
bipush,bastore 102969 04
invokevirtual,astore 100355 04
ifeq,aload 0 99667 04
bipush,bipush 98715 04
Idc _w,iastore 98376 04
iconst _0,ireturn 98199 04
invokevirtual,aload 93325 04
aload _0,new 90040 0.3
anewarray,dup 81992 03
dup,aload _0 80579 03
aload _0,aload _0 80329 0.3
aload,aload 78718 0.3
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Table XV. Most common3-grams.

Opcode Count %
new,dup,invokespecial 202836 0.8
aload _0,getffield,invokevirtual 194765 0.8
iastore,dup,bipush 132759 05
invokevirtual,aload _0,getfield 125019 05
new,dup,ldc 115036 05
aload _0,getfield,aload 0 111950 04
getfield,aload _0,getfield 111002 04
iastore,dup,sipush 102667 04
bipush,bastore,dup 100197 04
invokevirtual,ldc,invokevirtual 98964 04
Idc _w,iastore,dup 97826 04
dup,ldc,invokespecial 91303 04
aload _O,new,dup 90029 04
dup,bipush,bipush 83402 03
Idc,aastore,dup 82970 0.3
anewarray,dup,iconst 0 81984 0.3
aastore,dup,bipush 80740 03
new,dup,aload 0 80524 0.3
invokevirtual,invokevirtual,invokevirtual 80161 03
invokespecial,ldc,invokevirtual 69626 0.3
aload _0,getfield,aload 1 68922 0.3
bastore,dup,sipush 67634 0.3
aload _0,invokespecial,aload 0 66723 0.3
dup,sipush,bipush 64736 0.3
aload _O,aload _1,putfield 60661 0.2
bastore,dup,bipush 60580 0.2
goto,aload _0,getfield 60205 0.2
aload _0O,aload _0,getfield 58350 0.2
dup,invokespecial,ldc 57764 0.2
dup,sipush,ldc W 57139 0.2
dup,bipush,ldc w 56309 0.2
aastore,dup,iconst 1 56004 0.2
putfield,aload _0,getfield 55324 0.2
aastore,aastore,dup 55149 0.2
aload _0,getffield,areturn 55073 0.2
Idc,invokevirtual,invokevirtual 53465 0.2
new,dup,aload _1 52185 0.2
Idc,invokevirtual,aload 0 51342 0.2
invokespecial,putfield,aload 0 50827 0.2
sipush,bipush,bastore 50642 0.2
dup,bipush,ldc 50439 0.2
dup,iconst  _0,ldc 49992 0.2
aload _0,getffield,getfield 49974 0.2
iconst _0,ldc,aastore 49056 0.2
sipush,ldc  _w,iastore 48252 0.2
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Table XVI. Mostcommon4-grams.

Opcode Count %
aload _0,getfield,aload _0,getfield 95199 04
new,dup,ldc,invokespecial 91302 04
new,dup,invokespecial,ldc 57764 0.2
dup,invokespecial,ldc,invokevirtual 57239 0.2
bipush,bastore,dup,sipush 50663 0.2
dup,sipush,bipush,bastore 50642 0.2
bastore,dup,sipush,bipush 50642 0.2
sipush,bipush,bastore,dup 50392 0.2
anewarray,dup,iconst _0,ldc 48862 0.2
dup,iconst  _0,ldc,aastore 48697 0.2
iastore,dup,sipush,ldc w 48252 0.2
dup,sipush,ldc _w,iastore 48252 0.2
Idc _w,iastore,dup,sipush 48198 0.2
sipush,ldc  _w,iastore,dup 47875 0.2
iastore,dup,bipush,ldc w 47528 0.2
dup,bipush,ldc _w,iastore 47528 0.2
Idc _w,iastore,dup,bipush 47520 0.2
bipush,ldc  _w,iastore,dup 47384 02
dup,bipush,bipush,bastore 44682 0.2
bastore,dup,bipush,bipush 44680 0.2
bipush,bastore,dup,bipush 44674 0.2
bipush,bipush,bastore,dup 44209 0.2
aload _0,new,dup,invokespecial 43141 0.2
new,dup,new,dup 42678 0.2
invokevirtual,ldc,invokevirtual,invokevirt ual 42594 0.2
Idc,aastore,aastore,dup 41430 0.2
aastore,aastore,dup,bipush 40443 0.2
dup,ldc,invokespecial,athrow 40441 02
new,dup,aload _0,getffield 36325 0.1
new,dup,invokespecial,putfield 34800 0.1
Idc,aastore,dup,iconst 1 34705 0.1
iconst _0,ldc,aastore,dup 34705 0.1
aastore,dup,iconst ,ldc 34585 0.1
putfield,aload _0,new,dup 34499 0.1
dup,iconst  _1,ldc,aastore 34191 0.1
invokevirtual,aload _0,getfield,invokevirtual 34185 0.1
aload _O,iconst _0,putfield,aload 0 33108 0.1
aload _0O,aload _1,putfield,return 32147 0.1
aload _0,aconst _null,putfield,aload 0 31719 01
aload _0,getfield,aload _1,invokevirtual 31472 0.1
iconst _2,anewarray,dup,iconst 0 30710 0.1
Idc,invokevirtual,aload _0,getfield 30470 0.1
putfield,aload O,iconst  _0,pultfield 27739 0.1
iastore,dup,bipush,ldc 26735 0.1
dup,bipush,ldc,iastore 26735 0.1
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Figure 33. (a) Heightand(b) size of expresson trees.

for exampk, softwarewatermarkig algorithmssuch asthat by Cousot andCoust [11], which hidesa
watermarkin unusial condants. Figure34tells usthatin realprogramsmos condants are small (93%
areles than1000)or very close to powersof two, and hencehiding a markin unusial congantsis
likely to be unstealthy.

7.5. Method calls

Table XXII reporsthe mog frequenty caled Javalibrary methods To collectthes data, we looked at

every INVOKE instruction to sesewhat method it named. No attenpt at method resdution wasmade.
Figure35 measiresthesize of recever setsof methodcalls Thatis, for avirtual methodinvocation

0.M() we countthe numberof methodsM() that might potenially be caled. This dependn the
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Table XVI1I. Most commonsubexpressons.

Expresson Count %  Expresson Count %
L 6574522 349 L.FF.F 5087 00
M() 4119506 219 (L.F+L) 4607 0.0
i 2967193 157 (L.F&i) 4572 0.0
L.F 1366327 7.3 (M()+i) 4511 0.0
" 1039672 55 (L.F+L.F) 4326 0.0
N 665727 35 (L&) 4149 00
S 438851 23 ((L+MQ)+L.F[D 4128 0.0
A 153670 08 (M()+L) 3997 0.0
L[] 121966 0.6 (L.length-i) 3994 00
(( Class )M()) 115363 06 ((L >> i)&i) 3917 00
null 95366 05 (i*L) 3792 00
L.F[] 83259 04 ((L&) <>1) 3734 00
I 67088 04 (L/) 3689 00
L.F.F 54078 03 (L.F >>) 3654 0.0
L.length 51938 0.3 (((L+MQ)+L.F[)+i) 3392 00
(( Class )L) 49937 03 L.F[J.F 3367 00
(L+i) 41182 02 9] 3351 00
(L instanceof Class ) 39081 0.2 (L.F instanceof Class ) 3342 00
d 37202 02 ((L >>> i)&i) 3162 00
S]] 29776 02 (L+L.F) 3051 00
(L+L) 24534 01 (( Class L[] 2995 00
(L.F+i) 24296 01 (L.F-L) 2977 00
L.F.length 23898 01 (S[J&i) 2898 00
(L-i) 19852 01 (L'L) 2818 00
f 17746 01 (L.F[J&i) 2773 00
(( Class )S) 14614 01 ((long)L) 2748 00
(L-L) 13495 01 ((byte)L) 2699 00
(L&i) 13436 01 (L.F*L.F) 2690 00
(L.F-i) 10759 01 S.length 2626 00
(L>>1) 9050 0.0 (l&L) 2618 00
(L&) 8285 00 ((I&L) <>1) 2612 00
(( Class )L.F) 7715 0.0 ((double)L.F) 2509 00
M().F 7518 0.0 ((LO&) <<i) 2473 00
(L+M(Q) 7451 00 L.F.F] 2437 00
(MQ)-i) 7181 00 (L-L.F) 2423 00
(L >>> i) 7181 00 -(L) 2423 00
(M() instanceof Class ) 6305 00 (L<>1) 2322 00
(L << i) 6013 0.0 (L&L) 2285 00
(L*i) 5818 00 ((L.F >>i)&i) 2275 00
L0 5757 00 S.F 2214 00
(L.F-L.F) 5509 0.0 ((char)L) 2201 00
((double)L) 5300 0.0 (S+i) 2132 00
(L*L) 5234 0.0 ((float)L) 2129 00
L.F 5230 0.0 ((intyM() 2081 00
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Table XVIII. Abbreviations usedin Table XVII .

null ACONSINULL « ) ) typecast isaprimitive
-( ) negaion typeor Class
(+) addition A creake new array
(-) subtacion S stdic eld

(*) mult F nonstatc eld
7)) div M() metod call

( %) modtem (instanceof ) instanceof

( &) and " string consant
1) or f float consant
(") xor d double consent
( <<) left shift I long consant

( >>) signedright shift N NEW

( >>>) IUSHRorLUSHR ( <) DCMPlor FCMPL
1] arrayelemert (>) DCMPG®@r FCMPG
length ARRAYLENGTH ( <> ) LCMP

i int consant L loadlocal variable

static type of o, and the numberof methodsin type(o) ’ssubclassesthatoverrideo’s M() . A static
class hierarchyanalyss [17] is used to computetherecever set.

The size of therecever set hasimplicationsfor, amongotherthings codeoptimization. A virtual
methodcall thathasonly onemembeiin its recever setcanbereplacedvith adirectcall. Furthermore,
if, for exampk, 0.M() ’s recever setis {Class1.M(), Class2.M() 1}, thento expando.M()
inline, the code if 0 instanceof Classl then Classl.M() else Class2.M() has
to begeneratedThelargertherecever set, themoretypetedswill haveto beinserted.

To computerecever sets for an INVOKEVIRTUAL instruction, we rst relve the method
referenceWe thengaterall of the subclasses of the resolved mehod’s parentclass (including itself)
and for eachone look to see whetherit containsa non-absract methodwith the same nameand
signatureasthe relved method.If so, we checkto see whetherthe reslved methodis accesible
from the given subclass. If thisistrue,thenthe INVOKEVIRTUALinstruction could possibly execue
thesubclas methodandit is addedto therecever setfor theINVOKEVIRTUALIinstruction.

For an INVOKEINTERFACEi nstruction, we perform the same teg but we look instead at
all implementorsof the reslved methods parert interface. This set will contain all classes
that directly implementthe interface, as well as subclases of thoe classes, and classes that
implementany subinterfacesof the interface(i.e. anything that could be cag to the interfacetype).
The INVOKESPECIAL and INVOKESTATIC instructionsdo not use dynamtc method invocaion;
the methodthey will call canalways be determinedstatically. Thus they all have recever sets of
size 1.

Sincewe countonly methodbodiesin therecever sets it is possible to have recever setsof size 0.
This canoccurif an abdract clas hasno subclasses to implementits abgract methods yet codeis
writtento call its abgractmethodswith futuresubclasesin mind. Similarly, anINVOKEINTERFACE
call may have noreceversif noclases implementhegiveninterface.
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Table X1X. Commoninteger consants.

Mostcommonint consants Mostcommonlong consants

Vaue Count % Value Count %
0 634484 205 0 19617 292
1 611382 197 1 3515 52
2 165656 53 S1 2320 35
3 86253 28 1000 1114 17
S1 78187 25 287948901175001088 740 11
4 65209 21 2 722 11
8 45619 15 255 669 10
5 40047 13 3 387 06
10 31762 1.0 100 347 05
255 31249 10 5 344 05
6 29798 1.0 8388608 343 05
7 28356 0.9 4294967295 331 05
9 25497 08 10 323 05
16 24931 08 7 304 05
32 19401 06 71776119061217280 270 04
12 17889 0.6 4 269 04
13 17228 06 60000 217 03
11 15763 05 9 199 03
15 15008 05 541165879422 196 03
14 13733 04 9223372036854775807 190 03
24 13607 04 64 182 03
20 10844 03 9007199254740992 170 03
48 9759 03 8 167 02
17 9513 03 -9223372036854775808 160 0.2
63 8963 03 500 159 02
46 8540 0.3 60 156 0.2
47 8214 03 36028797018963968 148 0.2
18 8115 0.3 2147483647 144 0.2
34 8029 03 67108864 139 02
31 7681 0.2 3600000 134 02
64 7602 02 17179869184 132 0.2
40 7187 0.2 144115188075855872 132 02
21 7044 0.2 140737488355328 130 02
100 6984 02 1024 129 0.2
45 6970 0.2 10000 125 02
23 6860 02 137438953504 123 0.2
19 6855 0.2 43980465111040 122 02
41 6631 02 1099511627776 122 0.2
30 6621 0.2 562949953421312 118 02
58 6551 02 17592186044416 118 0.2
128 6547 0.2 33554432 117 02
22 6510 02 268435456 117 0.2
25 6441 0.2 16384 109 02
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Table XX. Commonreal consénts.

Most commonfloat consants Mostcommondouble consants
Value Count %  Value Count %
0.0 4316 243 0.0 9295 250
1.0 2122 120 1.0 5146 138
2.0 839 47 2.0 1920 52
0.5 573 32 05 1296 35
255.0 319 18 100.0 710 19
$1.0 311 18 10.0 689 19
4.0 177 10 5.0 585 16
100.0 164 09 -Infinity 467 13
10.0 151 09 S1.0 463 12
0.75 146 0.8 1000.0 454 12
64.0 124 07 3.0 409 11
3.0 124 0.7 3.141592653589793 ( ) 364 10
1000.0 114 0.6 NaN 333 0.9
20.0 109 06 4.0 311 0.8
90.0 79 04 0.25 285 0.8
3.1415927 () 73 04 Infinity 206 0.6
NaN 68 04 8.0 198 05
57.29578 (180 ) 68 04 1.797693 ---7E308 ( MAX 182 05
50.0 68 04 180.0 162 04
6.2831855 (2) 64 04 15 156 04
6.0 64 04 0.1 152 04
3.4028235E38 ( MAX 62 03 360.0 145 04
1.0E-4 61 03 20.0 120 0.3
180.0 60 0.3 6.283185307179586 (2) 118 03
5.0 58 03 S20 112 0.3
0.85 58 03 0.01 107 03
0.1 58 03 255.0 105 0.3
0.01 52 03 0.2 104 03
$10.0 51 03 6.0 103 0.3
0.0010 47 03 0.6 92 0.2
8.0 45 03 7.0 91 0.2
1.5 45 03 9.0 88 0.2
0.8 45 03 1.25 83 0.2
0.3 45 03 16.0 77 0.2
0.25 45 03 60.0 75 0.2
-Infinity 44 02 31.0 72 0.2
Infinity 44 0.2 26.0 71 0.2
100000.0 42 02 0.75 71 0.2
1.5707964 (/ 2) 40 02 12.0 69 0.2
0.70710677 (1 2 40 0.2 0.05 67 0.2
$100.0 38 02 0.3 66 0.2
200.0 37 0.2 15.0 65 0.2
65536.0 36 0.2 645.0 64 0.2
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Table XXI. Mostcommonstring consants.

Vaue Count %
empty string 36456 35
" 9003 09
newline 5281 05
")" 4860 05
4718 05
"s" 4540 04
4201 04
"Q" 4139 04
4083 04
3885 04
"R" 3796 04
"p" 3663 04
"o 3562 0.3
" 3481 03
3113 03
"o" 3024 03
"name” 2725 03
"(" 2561 0.2
"false" 2536 0.2
"true" 2461 02
" 2115 02
o 2093 0.2
"Center” 1931 0.2
1699 0.2
"BC" 1658 0.2
"PvQ" 1649 0.2
"> 1634 0.2
"id" 1450 01
"P- >Q" 1373 01
"P&Q" 1370 01
"java.lang.String" 1314 01
"line.separator” 1313 01
1307 01
"W" 1237 01
= 1210 01
"shortDescription” 1207 01
tab 1159 01
" 1151 01
"RvS" 1110 01
"null" 1107 01
e 1084 01
"A" 1074 01
" 1046 01
"class" 1012 01
"p" 996 0.1
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Figure 34. Constnt values: (a) distribution of integers (int andlong ); (b) integers
(int andlong ) closeto powers of two.

Figure 35(a) shows that 88% of all virtual methodcalls have a recever set with size at mog 2,
with the averagesize being4.5. It is interesing to notethe large numberof methodswith a recever
sizebetweer?0and29. As canbe expectedthe averagerecever setsizeis signi cantly larger for an
interfacemethod call. Figure 35(b) shows an averageset size of 16.5.

7.6. Switches

Figure 36(a) measiresthe numberof cas labelsfor eachtableswitch and lookupswitch

instruction. We had to treatthe tableswitch instruction specally, sinceit usesa contiguousrange
of label values Not al of the labek in the tableswitch instruction necessaly appeaed in the
sourcecodefor the program.As aresult, some of the branchtarget for the cagswill bethe sameas
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Table XX1I. Mostcommoncals to methodsin the Java library.

Method Count %
java.lang.StringBuffer.append(String)S tringB  uffer 340044 158
StringBuffer.toString()String 143985 6.7
StringBuffer.<init>()void 93837 43
Object.<init>()void 52597 24
StringBuffer.<init>(String)void 48408 22
String.equals(Object)boolean 46645 22
java.util.Hashtable.put(Object,Object) Object 42629 20
java.io.PrintStream.printin(String)voi d 42594 20
StringBuffer.append(int)StringBuffer 31702 15
StringBuffer.append(Object)StringBuffe r 27284 13
String.length()int 25505 1.2
String.valueOf(Object)String 20146 09
java.lang.lllegalArgumentException.<in it>(St  ring)v oid 15737 07
StringBuffer.append(char)StringBuffer 15116 0.7
String.substring(int,int)String 14441 07
java.util.Vector.size()int 13817 06
java.util.Vector.addElement(Object)voi d 12705 06
java.util.Vector.elementAt(int)Object 12087 06
java.lang.System.arraycopy(Object,int, Object ,int,i nt)jvoi d 11969 06
java.util.lterator.hasNext()boolean 11891 06
String.charAt(int)char 11831 05
java.util.lterator.next()Object 11800 05
java.lang.Integer.<init>(int)void 11658 05
java.lang.Throwable.getMessage()String 11216 05
java.util.Vector.<init>()void 10434 05
java.util.List.add(Object)boolean 10166 05
Object.getClass()java.lang.Class 9641 04
java.util.Hashtable.get(Object)Object 9584 04
String.equalsignoreCase(String)boolean 9391 04
java.util.List.size()int 9226 04
java.util.Map.put(Object,Object)Object 8830 04
java.util.List.get(int)Object 8797 04
java.lang.Class.forName(String)java.la ng.Cla ss 8641 04
java.util.Map.get(Object)Object 8313 04
java.awt.Container.add(java.awt.Compon ent)ja va.awt .Component 8270 04
String.substring(int)String 7862 04
java.io.PrintWriter.printin(String)voi d 7767 04
java.util.Enumeration.nextElement()Obj ect 7539 03
java.lang.Class.getName()String 7288 03
String.startsWith(String)boolean 7186 03
String.indexOf(String)int 6960 03
java.util. ArrayList.<init>()void 6705 03
java.lang.Integer.parselnt(String)int 6667 03
java.util.Enumeration.hasMoreElements( )boole an 6526 0.3
java.lang.NullPointerException.<init>( String )void 6403 03
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Figure 35. Number of recever set sizes per (a) virtual method cal (invokevirtual ) and

(b) interfacemethodcall (invokeinterface ).

the default cas target. Thereforewhencomputingthelabelset size anddensty of atableswitch
instruction, we ignoreall of the labeb whos branchtarget arethe same asthe default ca®’s target.
The gureshows thatthe averagenumberof labek per switch is 12.8and that 89% of the switches
containfewerthan30labels
Figure36(b)showsthedensty of switch labek, compuedas

nunber_of_case_arms )
max_labelS minlabel+ 1

This measuwe is importart for selectig the most appropriate implemertation of switch
statementg13,14)]. In the VM, thetableswitch instruction is used whenthe densgty is high and
the lookupswitch  is usedwhenthe denrsity is low.
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Figure 36. Switching statemens: (a) numberof casearms in tableswitch andlookupswitch ; (b) label
densty of tableswitch andlookupswitch

8. RELATED WORK

In a widely cited empirical study, Knuth conduced an analysis of 440 FORTRAN programs[1].
The study was conduced in an attempt to undersand how FORTRAN was actually being used by
typical programmersBy undersanding how thelanguagewas being used, a beter compier could be
desgned.Eachof the programswveresubjectedto static analysisin orderto countcommoncongructs
suchasassignmenttatementsifs, gotos doloops etc. In addition,dynamicanalygswasperformedn
25 programawvhichexaminedthe frequeng of thecongructsduring asingle executon of theprogram.
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The nal analysis studied the effects of variouslocal andglobal optimizaionson the innerloopsof
17 programs

Knuth's study was the rst attempt to undersand how programmersactually wrote programs
Sincethat initial study, mary similar explorations have beenconductedfor a variety of languages
Salvadori et al. [3] and Chevanceand Heidet [2] both examined the pro le of Cobol programs
Salvadori et al. looked at the static pro le of 84 Cobol programswithin an indudrial environment
In addition to examining the frequency of speci c constructs, they also studied the development
history by recordng the numberof runsper day andthe time interval betweenthe runs Chevance
andHeidet studiedthe static nature of Cobol programghroughthe numberof occurrence®f source-
level congructs in morethan 50 programs The authorstook their study a step further by computng
the frequeng of the congructs asthe programexecued. In this study, for caegories of data were
examined:condants, variables, expresions and statemens.

Other than Chevance and Heidet [2], mod studies of programmeibehavior have concentated on
the static structure of programs Of equalimporinceis to examine how programschangeover time.
Cdlberg et al. [15] showed how to visualize the evolution of a programby taking snapsots of its
developmentrom a CV Srepostory andpresenting thes datausng atemporalgraph-draving system.

Cook and Lee[4] underbok a static analysis of 264 Pascal programsto gain an undersanding
of how the languagewas being used. The analsis was conduced within 12 differentcontexts, e.g.
proceduresthen-partselse-parts for-loops etc. In addition, they comparedheir results with those of
otherlanguagestudies Cook [16] conduckd a static anaysis of the indructionsused in the system
software ontheL.ilith computerAn analyssof APL programsvasconductedy SaalandWeiss[5,6].

Antonioli and Pilz [17] conduced the rst analsisof the Javaclass le. Thegoalof their ssudywas
to arswerthree questions. (1) Whatis the size of atypicalclass le?(2) How isthe sizeof the class le
distributed betweenits differentparts? (3) How are the bytecodeinstructionsused?To answer these
quesions they examinedsix programswith a total of 4016uniqueclasses. In contag to the present
study, they examinedthe size in bytesof eachof the ve partsof aclas le (i.e. headeycongant,
class, €ld, and method). They also examinedingruction frequences to see what percenége of the
instruction setwas actualy being used. They foundthaton averageonly 25%of the indruction setwas
usedby any oneprogram.Our analysis doesnot focuson the frequeny of a paricularinstructon per
programbut indeadlooksatthe frequeng over all programsOveral, their studyis differentfrom ours
in that they were interestedin answeing a few very speci ¢ questions, where our aralysis is focused
onobtaining acomplete undersanding of VM programs

Gusted etal. [18] conduced astudy of Javaprogramgshatmeasiresthe treewidth of CFGs. Thetree
width is effectedby such condructsasgoto usage, short-circuit evaluation, multiple exits, break
statementscontinue  stattmens, andreturns Theauthorsexaminedboth Java APl packageaswell
asJava appicaionsobtainedthroughinternetsearches

O’'Donoghueet al. [19] performedan analyss of Java bytecodebigrams Their analysis was
performedon 12 benchmarkapplicaions The only similarity betveentheir data and oursis that
we both foundaload _0, getfield to bethe mog frequenty occurring bigram.We attribute the
differencego thesmall sasmplesizeusedin their study.

One of the byproducs of our anaysis is a large repostory of publicly available data on Java
programs Appel [20] maintains a collecion of interferencegraphswhich canbe used in studying
graph-caloringalgorithms. Theavailablity of suchrepositoriesis highly useiul in the study of compiler
implemenétion techngues
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9. DISCUSSIONAND SUMMARY

In this paperwe have performeda static anaysis of 1132 Java programsobtainedfrom the Internet
Throughthe use of SandMark, we wereable to analyzethe structure of the Javabytecode Our anaysis
rangedfrom simple counts, such asmethodsper class, instructionsper method, andingructionsper
basic block, to structural metrics such asthe complexity of CFGs.

Our main goalin conducting the study was to use the data in our resarchon software protecion,
however we believe these data are useful in a variety of settings The® data could be used in the
desgn of future programmiglanguagesnd virtualmachneingruction sets, aswell asintheef cient
implementation of compilers.

It would be interesing to performa similar study of Java sourcecode.Even thoughJava bytecode
contains much of the sameinformaton as in the sourcefrom which it was compied, some agpecs
of the original codearelog. Exampesincludecommens, sourcecodelayout, somecontrol structures
(whentrandated to bytecodefor andwhile loopsmaybeindistinguishable), sometypeinformaion
(Booleansare compiledto JVM integersy, etc.

Owing to our randomsampling of codefrom the Internet it is possible that our set of Java jar

les is somewhat skewed. It would be interesing to further validateour resuts by comparing against
a differentset of programs such as standardoenchmarkprograms(for exampk, Spec¥YM [21]), or
programgollecedfrom standardsourcecoderepostories(for exampk, sourceforge.net ).

We would also welcomestudiesfor other languageslt would be intereging to validate our results
by performing a similar study for MSIL, the bytecodegeneratd from C# programssinceMSIL and
JVM (and C# and Java) sharemary commonfeatures It would also be intereging to compareour
reailts with languagesvery differentfrom Java, such asfunctional, logic, andproceduralanguages
It mightthenbe possible to derive a set of ‘linguistic universals', programmig behaiorsthatapply
acros arangeof languagesSuchinformaionwould beinvaluabkin thedesgnof futureprogrammig
languages

Our experimentl data andthe SandMark tool thatwas used to collect it canbe downloadedfrom
http://sardmark.cs.aizona.eds/download html.
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